FOREWORD

The June 2002 revision of the Examiner's Guide is a comprehensive
revision that incorporates the risk-focused program with the primary
goal of ensuring the overall safety and soundness of the credit union
system. The risk-focused program evaluates the degree to which credit
union management identifies, measures, monitors, and controls (i.e.,
manages) the existing and potential risks in their operations.

The risk-focused program is a forward-looking program designed to
increase the effectiveness and efficiency of the examination and
supervision process. Examiners will perform a risk assessment using
the new Scope Workbook and will draw on their professional
judgment to better target their efforts to the areas of greatest existing
and potential risk. The risk-focused program shifts the examination
and supervision emphasis from primarily a transactional review to
primarily a process review, meaning that it requires examiners to
review the credit union’s planning process, policies and procedures,
and internal controls. Examiners must also talk with management
about recent and proposed changes in products and services and assess
management’s due diligence regarding existing, new, and proposed
products and services to ensure the planning process considered and
addressed all related risks.

Required examination procedures have decreased to three: (1)
reviewing the supervisory committee audit, (2) reviewing the accuracy
of the 5300 Call Report, and (3) reviewing the credit union’s Bank
Secrecy Act program. The examiner’s risk assessment will determine
what additional examination and supervision procedures are
appropriate.

Many credit unions will look to their examiners to educate and inform
them about how to improve their risk management and to convey
specifics about NCUA's risk-focused program. This Examiner’s Guide
provides information about the risk-focused approach in many areas of
the credit union’s operation, and discusses the risks inherent in
services and products that the credit unions may be considering.
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This Guide also addresses the changes in funding requirements for the
Allowance for Loan and Lease Losses (ALLL) account, mandated by
generally accepted accounting principles (GAAP). This change is
independent of the risk-focused program, but took place at the same
time.

The Automated Integrated Regulatory Examination System (AIRES)
has also undergone extensive revision to allow it to better
accommodate a risk-focused program. AIRES and the new Scope
Workbook allow the examiner, who is onsite and best able to assess
the risks in the credit union, to determine the level of scope appropriate
for the areas of risk. The risk-focused program will enable examiners
to use their professional judgment to balance effectiveness and
efficiency.

Representatives from the National Association of State Credit Union
Supervisors (NASCUS) were represented on the National Examination
Committee and had a voice in the re-writing of the Guide.

Finally, a reminder that the Examiner's Guide remains a guide, not a
regulation. The guidance herein is dependable, but may not be the best
or final approach in every situation. Examiner judgment and flexibility
remain crucial to a successful risk-focused program.

J. Yeotard Skiles
ecutive Director
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Chapter 1

RISK-FOCUSED PROGRAM

Supervision
Objectives

Overview

Evaluate management’s due diligence processes over the credit
union’s activities

Stay abreast of local and national economic conditions that may
affect the financial performance and health of credit unions
Evaluate the credit union’s current and potential risk

Evaluate management’s ability to identify, measure, monitor, and
control (i.e., manage) risk

Evaluate the adequacy and accuracy of management’s risk
reporting and monitoring mechanisms

Assess the credit union’s ability to withstand any negative effects
of risks taken in relation to its financial condition and net worth
position

Identify changes in the credit union’s risk profile and adjust
supervision plans accordingly

Identify and address emerging risk issues before they become
serious problems

Work with management to resolve problems identified during
onsite and offsite contacts

Work with management to reach agreeable solutions to reduce
levels of unwarranted risk

Direct resources more efficiently by compiling and assimilating
relevant risk information that helps prioritize examination
schedules and determine need for subject matter examiners (SMEs)
and specialists

Develop a factual, documented administrative record of the credit
union’s problems and the attempts to resolve them

A risk-focused program is a forward-thinking approach that allocates
resources to the credit unions and areas exhibiting weaknesses or
adverse trends. Examiners allot time to reviewing areas containing the
most risk for an individual credit union. Activities posing the highest
risk receive the most scrutiny.
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Due Diligence

In the risk-focused program, distinctions between examination and
supervision blur. Examination and supervision efforts may, at times,
be a continuum to the extent that examiners will call a particular
contact an examination, rather than supervision simply because the
time frame requires an examination.

Supervision is the ongoing monitoring of a credit union's financial and
operational condition. During supervision in the risk-focused program,
the examiner looks forward at the direction a credit union takes and the
decisions it makes. Examiners can then anticipate when those
decisions could result in the credit union assuming undue risk or
failing to manage the risk it has taken. Examiners may determine or
adjust the timing of the examination based on conditions revealed
during the supervision process.

The examiner, through other examiners, trade associations, credit
union leaders, news reports, etc., should stay abreast of developments
within their district credit unions and the various industries or
communities that affect the credit unions. Examiners should act on
potentially high-risk activities and problems by contacting credit union
officials to verify information received. Depending upon their comfort
level after speaking with credit union personnel, they may decide to
perform an onsite contact to gain first hand knowledge of the situation,
or may reschedule the examination to an earlier date. Examiners
should keep their supervisory examiners informed of potentially
serious conditions that could adversely affect the credit union.

Credit unions should have in place a risk management program that
includes a strategic plan with implementing policies, procedures, and
internal controls necessary to manage the risks inherent in their
operations. Successful risk management programs rely on credit union
management to employ sufficient staff and have available necessary
resources to identify, measure, monitor, and control existing and
potential risks.

Management’s due diligence involves the analysis of new products and
services as well as the ongoing analysis of the credit union’s current
products, services, and operations to ensure their relevance, efficiency,
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Risk-Focused
Supervision

and effectiveness. This analysis would include periodic cost-benefit
studies.

If the risk to the credit union increases as a result of offering a certain
product or service, the credit union should determine whether the
additional risk is worth the benefit to the credit union. If not, the credit
union may decide to discontinue the product or service. If management
decides to continue offering the product or service, they should explore
ways to mitigate the risk.

Risk, by definition, implies uncertainty. While performing risk-focused
supervision, examiners should look for sources of uncertainty within
the operation of the credit union. Based on their findings and using
their professional judgment, examiners will prioritize these risks by the
magnitude of the potentially adverse effect on the earnings and capital
of the credit union.

Financial indicators, while useful, often represent lagging indicators.
Indicators such as adverse trends, unusual growth patterns, or
concentration activities can serve as triggers of changing risk and
possible causes for future problems. However, the risk-focused
supervision approach emphasizes the anticipation of future problems
by analyzing processes that may serve as leading indicators. These
leading indicators include the following:

e Due diligence review by management for new and existing
products and services;

e Development and application of strong internal controls;

e Analysis of financial outcomes; and

e Measurement of actual performance against forecasted results.

Risk is fundamental to the operation of a credit union. Examiners,
therefore, should not insist that the credit union eliminate risk, but,
instead, should ensure that credit unions identify and manage their
risks. The desired reward for taking risk is stable profitability and
increased net worth. Credit unions must balance risk and reward
responsibly. The examiner’s job requires assessing that the appropriate
balance exists. That assessment begins with determining whether
management has performed adequate due diligence with respect to the
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Risk-Focused
Examination

risks present and anticipated in the operation of the credit union and
whether management has instituted sound internal controls to identify,
manage, and mitigate undue risk.

A credit union’s capital or net worth constitutes the reserve of funds
available to manage or absorb the risks to the institution. The amount
of capital that a credit union has accumulated is an important
determinant of the amount of risk it can assume.

Generally, credit unions that have more complex operations carry more
risk than do credit unions offering fewer products and services. Greater
risk requires the credit union to employ able, experienced management
and more sophisticated systems of control. The risk-focused
supervision system largely depends upon sound controls. These
controls include the following:

e Informed officials;

e Well-trained management and staff;,

¢ Sound policies and procedures;

e Adequate due diligence by management prior to engaging in an
activity, and ongoing for existing products and services;

e Sound system of internal controls;

e Prudent risk limits; and

¢ Identifying, measuring, controlling, monitoring and reporting of
risk exposures.

In the risk-focused examination, the content of the examination centers
on key areas of risk. Examiners should review due diligence by
management for new products and service, the credit union’s risk-
management systems, and the internal controls in place. Examiners
may, at times, find it necessary to use transaction testing to validate
their assessment of risk. They will focus on validating management’s
ability to identify, measure, monitor, and control risk. Some areas may
receive little or no review. The examiner has discretion in determining
areas requiring the most attention and allocating the time and resources
accordingly. Examiners’ emphasis focuses on managing future risks
successfully and not expending valuable resources on minor items
posing little risk to the safety and soundness of credit unions.
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Risk
Categories

The risk-focused program provides examiners the flexibility to focus
on areas exhibiting material current or potential risk. However, the
three minimum requirements of each risk-focused examination include
the following:

e Reviewing the accuracy of the 5300 Call Report data;

e Reviewing the supervisory committee audit; and

e Reviewing the credit union’s compliance with the Bank Secrecy
Act (BSA).

Examiners must complete these minimum procedures during each
examination. However, examiners should understand that, depending
on the credit union, its risk characteristics, and the examiner’s
familiarity with that credit union, they will perform more than the
minimum procedures in most credit unions. Most credit unions will
require other procedures for necessary identification and evaluation of
existing and potential risks.

Although the actual evaluation of the minimum review areas may take
place during supervision contacts, the examiner should document the
review of these areas and any material concerns in the examination
report. Examiners must also assign the CAMEL rating during the
examination.

In carrying out the risk-focused examination program, examiners
should allocate examination time based on areas that manifest material
risk characteristics. This ensures supervisory attention remains
properly focused on credit unions exhibiting existing or potential
weaknesses or adverse trends.

Risk is the potential that events, expected or unanticipated, may have
an adverse effect on the credit union’s net worth and earnings. The
seven categories of risk for credit union supervision purposes are
Credit, Interest Rate, Liquidity, Transaction, Compliance, Strategic,
and Reputation. Any product or service may expose the credit union to
multiple risks; these categories are not mutually exclusive.
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Credit Risk

Interest Rate
Risk

Liquidity Risk

Transaction Risk

Credit Risk is the current and prospective risk to earnings or capital
arising from an obligor's failure to meet terms of any contract with the
credit union or otherwise fail to perform as agreed. Credit risk exists in
all activities where the credit union invests or loans funds with the
expectation of repayment.

Interest Rate Risk is the risk that changes in market rates will
adversely affect a credit union’s capital and earnings. Interest rate risk
arises from (1) differences between the timing of rate changes and the
timing of cash flows (repricing risk); (2) changing rate relationships
among different yield curves affecting credit union activities (basis
risk); (3) changing rate relationships across the spectrum of maturities
(vield curve risk); and (4) interest-related options embedded in credit
union products (options risk). Not only can a move in interest rates
affect the price of investments, it also has an effect on the value of the
loan portfolio and on fee income, which is sensitive to changes in
interest rates.

The assessment of interest rate risk should consider risk from both an
accounting perspective (i.e., the effect on the credit union’s accrual
earnings, including held-to-maturity and available-for-sale accounts)
and the economic perspective (i.e., the effect on the market value of
the credit union’s loans and investments.) In some credit unions, the
broader category of market risk captures interest rate risk.

Liquidity Risk is the current and prospective risk to earnings or capital
arising from a credit union’s inability to meet its obligations when they
come due, without incurring material costs or unacceptable losses.
Liquidity risk includes the inability to manage funding sources,
including unplanned decreases or changes. Liquidity risk also arises
from the credit union’s failure to recognize or address changes in
market conditions that affect the ability to liquidate assets quickly and
with minimal loss in value.

Transaction Risk is the risk to earnings or capital arising from fraud or
error that results in an inability to deliver products or services,
maintain a competitive position, and manage information. This risk
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Compliance Risk

Strategic Risk

Reputation Risk

(also referred to as operating or fraud risk) is a function of internal
controls, information systems, employee integrity, and operating
processes. This risk arises on a daily basis in all credit unions as they
process transactions.

Compliance Risk is the current and prospective risk to earnings or
capital arising from violations of, or nonconformance with, laws, rules,
regulations, prescribed practices, internal policies and procedures, or
ethical standards. Compliance risk may also arise in situations where
ambiguous or untested laws or rules govern certain credit union
products or activities of the members. Compliance risk exposes the
credit union to fines, civil money penalties, payment of damages, and
the voiding of contracts. Compliance risk can lead to a diminished
reputation, limited opportunities, reduced field of membership
expansion potential, and lack of contract enforceability.

Compliance risk goes beyond a failure to comply with consumer
protection laws. It encompasses all laws as well as prudent ethical
standards, contractual obligations, and exposure to litigation.
Compliance risk can blend into operational risk, transaction
processing, and even legal risk, increasing the difficulty of identifying
this risk.

Strategic Risk is the current and prospective risk to earnings or capital
arising from adverse business decisions, improper implementation of
decisions, or lack of responsiveness to industry changes. This risk is a
function of the compatibility of a credit union’s strategic goals, the
business strategies developed to achieve those goals, the resources
deployed to accomplish these goals, and the quality of implementation.
The tangible and intangible resources needed to carry out business
strategies include communication channels, operating systems,
delivery networks, monitoring systems, and managerial capacities and
capabilities.

Reputation Risk is the current and prospective risk to earnings or
capital arising from negative public opinion or perception. Reputation
risk affects the credit union’s ability to establish new relationships or
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Managing
Risk

Risk
Management
Program

services, or to continue servicing existing relationships. This risk,
which occurs in activities such as asset management decisions and
transactions, can expose the credit union to litigation, financial loss, or
a decline in membership base. Reputation risk exposure appears
throughout the credit union organization. The officials, management,
and staff must accept responsibility to exercise an abundance of |
caution in dealing with members and the community.

The key to effective risk management is management. Effective risk
management requires an informed board of directors, which guides the
credit union’s strategic direction including its risk tolerance. Board-
approved, written policies define the board’s strategic direction.
Procedures intended to carry out the board’s policies and well-
designed monitoring systems enable the board to hold management
accountable for operating within established tolerance levels.

Effective risk management also requires capable management and
staff. Management must maintain the integrity of the risk management
program, including evaluation of the credit union’s operational and
financial condition, and keep the directors informed of material
existing and potential risk. Management’s responsibilities include the
following:

e Implementing the board’s strategic direction;

¢ Developing formal and informal policies compatible with the
strategic goals defining the credit union’s risk tolerance;

e Overseeing development and maintenance of timely, accurate, and
informative management information systems; and

e Ensuring effective communication of, and adherence to, strategic
direction and risk tolerances throughout the organization.

Each credit union should develop its own risk management program
tailored to its needs and circumstances. Differences in market
conditions, fields of membership, and credit union structures preclude
any single risk management program working for all credit unions. The
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size, complexity, and geographic diversity of each credit union
determine the sophistication required of its risk management program.
All sound risk management programs, however, have several common
fundamentals. For example, staff responsible for implementing sound
risk management programs must perform those duties independent of
the credit union’s risk-taking activities. Regardless of the risk
management program’s design, each should include:

e Risk identification. Proper risk identification focuses on
recognizing and understanding existing risks or risks that may arise
from new business initiatives. Risk identification should be a
continuous process, and should occur at both the micro
(transaction) and macro (overall portfolio) levels.

¢ Risk measurement. Accurate and timely measurement of risks is a
critical component of effective risk management. A credit union
with no risk measurement capabilities has limited ability to
monitor or control risk levels. Further, the sophistication of the risk
measurement tools should reflect the complexity of the operation
and levels of risk assumed. The credit union should periodically
verify the integrity of the measurement tools it uses. Good risk
measurement systems assess both individual transactions and
overall portfolios.

e Risk control. The credit union should establish and communicate
control limits through policies, standards, and procedures that
define responsibility and authority. The credit union should adjust
these management tools if conditions or risk tolerances change.
Further, the credit union should implement a process to authorize
exceptions or changes to risk limits, if warranted.

e Risk monitoring. Credit unions should monitor risk levels
regularly to ensure well-timed reviews of risk positions and
exceptions. Prompt distribution of frequent, accurate, and
informative monitoring reports to appropriate management and
staff enables them to take needed actions.
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Policies,
Processes,
Personnel, and
Control Systems

When examiners assess risk management programs, they should
consider the credit union’s policies, processes, personnel, and control
systems. A significant deficiency in one or more of these components
constitutes a deficiency in risk management. The sophistication of
each system will vary depending upon the complexity of the credit
union’s operation. Credit unions with simple structures may require
and often have less formalized policies, processes, and control systems
in place than do credit unions with more sophisticated structures.

Policies reflect the board’s intent and commitment in pursuing desired
results. Effective management requires written policies that the credit
union adheres to in practice. Policies set standards and courses of
action to pursue, implement, and enforce specific objectives. Good
policies link with, and reflect, a credit union's underlying mission,
values, and principles. They also clarify the credit union’s tolerance for
risk. Credit unions should have mechanisms in place to trigger a
review of policies in the event activities or tolerances change.

Processes include the procedures, programs, and practices governing
how a credit union will pursue its objectives and define how it will
carry out its daily activities. Good processes demonstrate consistency
with the underlying policies, efficiency, and adequacy of internal
control checks and balances.

Personnel encompass the staff and managers executing or overseeing
performance of the processes. Qualified, competent managers and staff
should perform as a conscientious board expects. They must
understand the mission, values, policies, and processes.

Control systems are tools and information systems managers use to
measure performance, assist in decision-making, and assess the
effectiveness of existing processes. Sound control systems require
timely, accurate, and informative feedback devices. In turn,
management must implement reporting systems by which they
communicate necessary and sufficient information to the directors.
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Measuring
and
Assessing
Risk

Ensuring effective risk-focused supervision requires a common
framework to document decisions about risk. The risk assessment
portions of the Scope Workbook (discussed further in the Scope
Development and Planning chapter) provide a method of
communicating and documenting judgments regarding the quantity of
risk, the quality of risk management, the level of supervisory concern,
and the direction of risk. Evaluating the seven categories of risks will
provide consistency to the risk assessment process. The evaluation
factors for consideration in making the assessments provide an
overview of issues that can assist in assessing risk.

Assessment of risk must reflect both a current and prospective view of
the credit union’s risk profile. Examiners should use this assessment to
drive supervisory strategies and activities, facilitate discussions with
management and directors, and conduct more efficient examinations.

Risk assessment will occur in all credit unions; however, small credit
unions may often require more transaction examining because limited
staff can impede internal control systems. Assessing risk enables the
examiner to provide a common supervisory philosophy while
recognizing the differing levels and complexities of risk present in
each credit union.

Effectively communicating the rationale for decisions in evaluating
risk assists the examiner in accomplishing the desired results from
supervision. Examiners should discuss conclusions from the risk
assessment with appropriate credit union officials and management.
Management’s input may help clarify or modify conclusions. These
discussions should help management understand the quantity of each
risk category (low, moderate, or high), determine the direction of each
risk category (decreasing, unchanged, or increasing), focus on the
strengths and weaknesses of risk management, and implement
corrective actions necessary to achieve future supervisory plans.

Examiners should assess the amount and direction of risk exposure for
the seven types of risk using a supervisory process that assesses the
following:

e Quantity of risk — the level or volume of risk (low, moderate, or
high);
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Quality of risk management —- how well management identifies,
measures, controls, and monitors risk;

Aggregate risk — a summary of the level of supervisory concern
considering both the quantity of risk and the quality of risk
management, weighing the relative importance of each. Mitigating
factors not necessarily considered in the quantity of risk and quality
of risk management decisions (e.g., insurance) may influence the
examiner’s assessment of aggregate risk (i.e., low, moderate, high);

Direction of risk — assessed as decreasing, unchanged, or
increasing indicates the likely changes to the risk profile over the
next examination cycle. Decreasing direction indicates the
examiner anticipates, based on current information, the aggregate
risk will decline over the next examination cycle. Unchanged
direction indicates the examiner anticipates aggregate risk will
neither increase nor decrease. Increasing direction indicates the
examiner anticipates higher risk during the next examination cycle.
For example, when the credit union has moderate but decreasing,
credit risk, examiners can anticipate low or lower credit risk in the
next examination cycle. The direction of risk often influences both
the examiners’ examination and supervision strategy.

One of the most significant influences on the anticipated direction
of risk is whether the examiner expects management to take the
actions necessary to reduce unacceptable risks.

Examiners’ expectations of risk to increase or decrease do not
necessarily mean the risk level at the credit union will change
within the examination cycle. Examiners might expect movement
within the risk level (e.g., decreasing risk, but not enough to
change the characterization of that risk as high). Examiners should
provide comments explaining why they do not expect a change in
risk level.

Supervisory Generally, the seven areas of risk fall within two major categories:

Risk Areas

Market risks, which are usually more objective, and lend
themselves to measurement include:
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Benefits of
Risk-Focused
Supervision

- Credit risk
- Interest rate risk
- Liquidity risk

e Institution risks are more subjective and include:
- Transaction risk
- Compliance risk
- Strategic risk
- Reputation risk

Although the risk-focused examination and supervision process
identifies the seven risks as discreet and individual, in reality, these
risks are interrelated and inseparable. They often overlap, and risk in
one area can cause or mitigate risk in one or more additional areas.
Institution risk can result from market risk, and vice versa.

For example, compliance laws exist for protection of the consumers.
Most credit unions that have significant compliance risk do not
willfully set out to hurt their members; however, if the credit union
does not adhere to compliance laws, its reputation could suffer causing
increased reputation risk and possibly loss of members. Further, civil
money penalties could diminish or even eliminate a credit union’s
reserves, which could result in increased liquidity risk.

On-going risk-focused supervision provides benefits to the examiner as
well as to the credit union. Risk-focused supervision enables
examiners to do the following:

e Focus on areas of major risk;

e Focus on how well risk is managed over time, rather than at a

single point in time;

Identify risks more accurately;

Identify risks proactively;

Express risks in CAMEL ratings more meaningfully;

Minimize loss to the insurance fund in each credit union;

Streamline workpaper documentation to support areas of risk; and

e Improve the quality of workpaper documentation and support for
conclusions.
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The most obvious benefit to many credit unions for sufficiently
identifying, managing, and mitigating their risks will be their eligibility
for a “may be delayed” category for risk-based examination
scheduling. Some additional benefits of the risk-focused supervision
system to the credit unions include the following:

Enables credit unions to focus on their major areas of risk;

Encourages credit unions to identify the risks inherent in their
current products and services and to seek ways to mitigate or
manage those risks;

Encourages credit unions to identify risks inherent in new or
proposed products and services and to address management of
those risks in the planning stage;

Encourages examiners to perform preliminary analyses offsite,
reducing disruption in credit union operations;

Encourages frequent, open communication between the credit
union and the examiner;

Provides officials in CAMEL Code 1 or 2 credit unions the option
to hold a joint conference with the examiner;

Encourages credit unions to review their processes and internal
controls and to correct deficiencies in those systems;

Encourages management to proactively identify risks through a
system of well-planned and carefully implemented due diligence;
and

Enables examiners to provide the officials with customized
examination reports that provide only workpapers and narrative
necessary to support the examiner’s analysis and conclusions.

Risk-Based Risk-based examination scheduling permits deferred scheduling of
Examination  certain credit union examinations. When risk-based scheduling applies,
Scheduling those credit unions can receive two examinations in a three-year
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Risk-Focused
Supervision
Procedures

period. Examiners, after consulting with their supervisory examiners,

may use risk-based scheduling for credit unions assigned a CAMEL 1
or 2 for the prior two examinations, and having characteristics such as
the following:

e In operation for at least 10 years;

e Net worth ratio greater than 7 percent;

e Positive return on assets;

e No major or potentially adverse balance sheet changes;
e Adequate ALM program;

e Adequate internal controls;

e Accurate books and records; and

e No recent high-risk programs not yet reviewed.

Examiners perform offsite monitoring to review trends of credit unions
with deferred examination schedules. If needed, examiners may
schedule onsite supervision contacts when offsite monitoring indicates
potential risk that requires further assessment.

NCUA Instruction 5000.15 provides additional guidance on risk-based
examination scheduling.

Risk-focused supervision procedures often include both offsite and
onsite work, including the following;:

¢ Examination planning;

e Evaluating risk indicators;

e Reviewing offsite monitoring tools and risk evaluation reports;

e Developing the scope;

e Conducting a risk assessment;

e Developing and documenting conclusions and recommendations;
and

e Communicating with credit union management.

Often (although not always), examination planning, evaluating risk
indicators, and scope development begin with offsite work. Offsite
monitoring procedures shape the examiner’s focus. The examiner
should involve credit union management in the discussion of
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Supervision
Tools

5300 Call Report
Review

subjective issues and mitigating factors; therefore, examiners will
usually assess risk and draw conclusions onsite.

Examiners have a variety of tools to aid in their supervision efforts,
including the following:

e Review of call reports (NCUA 5300s);

e Examination planning contacts;

e Periodic telephone contacts;

e Review of credit union risk management reports (e.g., ALM
summary reports, investment shock tests);

e Review of board and committee minutes;

e Review of financial trends;

e Cycle-to-cycle comparisons;

e Review of consolidated balance sheets;

e Review of ALM program and changes to ALM program, policies
and procedures;

e Review of offsite risk evaluation and monitoring reports;

e Review of publications, press releases, and news stories about
conditions and events that may affect the credit union;

e Review of electronic information sources (e.g., credit union
website, NCUA website, etc.);

e Review of the supervisory committee audit report and, if necessary,
the audit workpapers; and

e Analysis of the Financial Performance Reports (FPRs).

During each examination, examiners must verify the accuracy of the
5300 Call Report. The risk-focused program places heavy reliance on
the accuracy of the data in the call report. Inaccuracies in the call
report may result in misleading evaluation data. Examiners should
stress to the credit unions the importance of reporting accurate
information on the call report.

Examiners should complete the 5300 Review questionnaire during the
preliminary phase of the examination. The questionnaire’s design
requires answers to four basic control questions. If the answers are
“Yes” then the remaining questions do not require an answer, thereby
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reducing the time spent reviewing a well-controlled 5300 reporting
process.

Examiners should focus their review on the internal controls over the
call report and the credit union’s process for ensuring its accuracy, by
taking the following steps:

e Determine the experience level of the personnel involved in
preparing the call report. Examiners can usually place greater
reliance on a call report prepared by the same person for the last
several years. However, if the same person has prepared the call
report and year after year each examination notes deficiencies,
examiners should review the accuracy of the call report in detail.

e Determine if the credit union has a verification process. Once
prepared, a second employee should verify the accuracy and
document the verification by signing off on the call report. If the
same person prepares the data, completes the call report, and
submits it to the examiner, the examiner should take additional
steps to verify the report’s accuracy.

e Review the preparer’s process for confirming where the numbers
originated and documentation of that process. If this
documentation does not exist or is not readily available (i.e.,
stapled to each page and filed), examiners should take additional
exam steps to verify the call report’s accuracy.

If the credit union lacks a reliable process to ensure call report
accuracy, examiners should take the following additional examination
steps, as necessary, to ensure the accuracy of the call report and
document noted deficiencies in the examination report:

e Trace the statement of financial condition and income statement
information to source documentation;

e Trace reported delinquency to information system-generated
reports, if available, including mortgages and credit cards
maintained by a third party data processor;

e Review the accuracy of uninsured shares documentation;

e Trace investments to reports received from outside parties (i.e.,
broker, corporate credit union, etc.), ensuring that reported
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Examination
Planning
Activities

investments appear in the appropriate time periods based on the
call report instructions;

e Trace loan information to the information system-generated
reports, if available (manual systems may require that examiners
count the loans and trace the number to reported loan information);
and

e Trace share information to the information system-generated
reports, if available.

To reflect call report changes in the examination report, examiners
must upload any material changes to the call report and request a new
corrected download.

Offsite reviews of quarterly call reports will not allow the examiner the
level of detail described above. Examiners should use other tools such
as the 5300 Cycle-to-Cycle Comparison Report or the Consolidated
Balance Sheet report trends to identify any fluctuations or adverse
trends, making and uploading corrections as necessary. Examiners
should report inaccuracies in the examination report at the next
examination.

Examination planning will assist the examiner in assessing a credit
union’s risk profile and developing a workable risk-focused
examination scope. This scope will enable the examiner to identify
and examine those areas that represent potential, material risk to the
credit union’s capital, earnings, or ability to continue as a going
concern. These tools will enable examiners to estimate the time needed
for performing the risk assessment and anticipate the need for
participation by specialists and/or subject matter examiners (SMEs).

After consulting with their supervisory examiners, examiners-in-
charge should request assistance from a SME, if potentially significant
risk exists in an area of the SME’s experience. Examiners may also
choose to use a SME if they are unable to quantify the risk, or if a
material risk exists in an area of proven or emerging concern to
NCUA. When planning the scope of the next examination, examiners
will, when necessary, request participation of a SME. They may also
make such a request if supervision contacts reveal material risk that
requires the skills of a SME. Obviously, SMEs cannot participate in all
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supervision concerns. As with all of NCUA’s resources, a SME’s
participation and the degree of that participation should correlate with
the significance of the overall risk to the NCUSIF presented by the
credit union in question.

Examination planning tasks may include:

Reviewing the prior examination report to identify the credit
union’s highest risk areas and areas that require examiner follow

up;

Analyzing 5300 Call Report and Financial Performance Report
(FPR) trends, using tools such as the following:

- 5300 Cycle-to-Cycle Comparison Report — compares the prior
examination quarter-end data to the current quarter-end data;
and

- Current (and possibly previous) quarter-end Consolidated
Balance Sheet (CBS) report trends;

Reviewing the Scope Workbook to identify prior risk assessment,
recommended areas of review, resource needs, and supervision
plans;

Requesting an organizational chart of the credit union by division
or department, along with a list of committees;

Scheduling interviews with the credit union’s management staff in
key operational areas, including the CEQ, Internal Auditor, staff
involved in planning (strategic/business plans); and

Requesting (and scheduling, if necessary) a meeting with the
supervisory committee and/or external auditors to discuss the audit
and verification processes (in some instances, telephone or email
contacts may suffice).

If examiners cannot schedule a separate onsite planning contact, they
should complete onsite planning at the beginning of the examination.
Although examiners normally perform the following tasks onsite,

circumstances (e.g., distance to the credit union, scheduling conflicts,
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or other considerations) may require the examiner to conduct the
activities offsite, using telephone, mail, fax, or electronic mail. These
onsite planning tasks include:

e Interviewing key management staff about various topics including
new products and services and future plans for new products and
services;

¢ Reviewing management’s due diligence process for a new activity;

e Reviewing the annual audit workpapers and the audit plan (see the
Supervisory Committee chapter), communicating audit work
performed in pre-determined, high risk areas to the appropriate
team members;

¢ Reviewing the list of internal audits completed to date and the
internal audit planning matrix for the year, identifying internal
audit reports needed by team members for review at the onset of
their examination work;

¢ Reviewing the strategic/business plan;
e Reviewing the budget and assumptions;
e Reviewing the board minutes:
- Identifying discussions about potential risk areas and
discussions about website problems, products, services, and

planned changes to those products and services; and

- Identifying revisions to applicable policies and associated
changes in practices;

¢ Reviewing recently adopted new policies and revisions to policies
and procedures, providing the information to the team examiners
assigned to the various risk areas; and

e Reviewing other applicable internal credit union documents, such
as material contracts, engagements, pending litigation, new field of
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5300 Risk
Parameters

membership (FOM) groups, website changes, or other operational
change documents.

After developing a preliminary risk-focused examination scope, the
examiner-in-charge should communicate scope information to the
appropriate team members, including expansion or contraction of
applicable areas determined through the supervision process.

The risk-focused examination process should determine the adequacy
of internal controls and the degree of reliance on the work efforts
completed by competent, professional individuals and documented in
reports and audits. Examiners should strive to avoid repeating the work
of these professionals (e.g., internal audit reports, CPA audit
workpapers, board meeting discussions, etc.) Examiners may identify
new areas of risk throughout the contact; therefore, the examiner-in-
charge should remain flexible and adjust the preliminary scope as
needed.

Examiners can use the 5300 Risk Parameters tool (Tab D in the Scope
Workbook) to assist in the offsite monitoring. Use of this tool aids the
examiner in the evaluation process; however, examiners must use their
judgment. The 5300 Risk Parameters is only an indicator of risk; it
does not supercede the examiner’s judgment.

The 5300 Risk Parameters assists examiners in directing what areas
they will focus on during their onsite work. Although the indicators
may indicate a certain level and direction of risk, examiners should,
nevertheless, determine the internal controls, policies, and procedures
in that area. The accuracy of the 5300 Risk Parameters directly relates
to the accuracy of the 5300. Examiners must review the accuracy of
the 5300 as a required examination step. This step will help ensure the
accuracy of the 5300 Risk Parameters reports.

The 5300 Risk Parameters is an intuitive, user-friendly tool and
provides the following:

e An indication of potential risk - assessment of risk requires review
and judgment; and
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Cycle-to-Cycle
Comparisons

Consolidated
Balance Sheet

¢ Information on the direction of risk - the 5300 Risk Parameters
gives an indication of how the risk changed over time.

The 5300 Risk Parameters does not:

e Assess risk - financial stability does not mean the credit union has
no exposure to current or future risk;

e Predict future problems - the 5300 Risk Parameters provides an
indicator of current or potential problems, but it does not predict
future problems;

e Supercede examiner judgment - examiner judgment drives
examination and supervision efforts;

e Specify examination procedures - using their knowledge of
objective data and subjective factors, examiners must use their
discretion in determining what procedures they do and why they do
them; or

e Serve as a sole scope determinant - examiners must use their
judgment to evaluate the various information and data, determine
where to expand their analysis, and move on to another area when
sufficient risk does not exist.

The Cycle-to-Cycle Comparison Program (CCCP) enables examiners
to compare current cycle 5300 financial and statistical data with data
from any prior cycle within the previous five years. Examiners can
scan the line item results and quickly identify significant changes.
CCCP can help alert examiners to adverse or unusual trends while they
review the data for accuracy.

The Consolidated Balance Sheet (CBS) is an Excel spreadsheet that
provides detailed financial information derived from 5300 Call Report
data. Examiners may request a CBS for an individual credit union, a
specific peer group, state, region, asset range, or group of charter
numbers for comparison purposes. Other selection criteria include
federal credit unions (FCU), federally insured, state chartered credit
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Documenting
Supervision
Plans

unions (FISCU), non-federally insured credit unions (NFICU), limited
income credit unions, type of membership (TOM) code, and cycle
date.

Examiners request a CBS using the Custom Application program
called CBS Request. To request a CBS for a specific credit union,
examiners must input the charter number and cycle date. Upon request,
the data processing server sends the CBS to the examiner in a
spreadsheet format using email. The program contains a “help menu”
that explains its operation.

The CBS ratio analysis looks similar to that of the Financial
Performance Report; however, the CBS provides more detailed
balance sheet, income statement, and supporting schedules. In addition
to the ratios and trends provided, examiners can perform additional
calculations and more in-depth analyses using Excel functions.

Examiners should document supervision plans for the credit union in
the Scope Workbook and follow regional procedures for consulting
with their supervisory examiners. They should update the Scope
Workbook after supervision contacts, if necessary. Examples of
documentation for supervision plans include:

e Type and timing of supervision and examination contacts;

e Brief description of the areas of risk focus for review during the
contacts; and

e Staffing recommendations for supervision and examination
contacts.

Examiners will complete the Scope Workbook during each
examination, documenting the severity and direction of risks found
during the examination, and revise the plans when supervision efforts
indicate the need for a change. This workbook will serve as the starting
point for future supervision efforts. The examiner will update the
workbook, as necessary, throughout the year.

The extent of the supervision plans depends largely on the severity and
direction of the risks in the credit union’s operation and on
management’s ability to manage those risks. The examiner’s
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Documenting

Changes in Risk

Profile and
Supervision
Plans

Supervision
and District
Management

professional judgment is paramount in determining the degree of
supervision necessary and the form the supervision efforts will take.

Changes in the economy, regulatory environment, financial industry,
global and local events, and numerous factors within the credit union
itself can affect credit unions, thus, a credit union’s risk profile may
change between examinations. The supervision process encourages the
examiner to identify those changes in profile through the following:

e Review of 5300s;

e Communication with credit union staff; and

e Knowledge of current events affecting the credit union (e.g., new
regulations, investment broker concerns, etc.).

When examiners become aware of information that affects a credit
union’s profile (i.e., a change in the level of one or more of the risk
categories), they should record that risk level adjustment in the Scope
Workbook. The change in the risk profile will likely result in a change
to supervision plans. The examiner should record the revised
supervision plans in the Scope Workbook. Updating the Scope
Workbook allows NCUA to have a current depiction of individual,
regional, and national risk levels on any given date. It also facilitates
the transfer of information when a region transfers a credit union from
one examiner district to another.

Examiners can use the Scope Workbook in conjunction with either
onsite or offsite contacts. They should update it as frequently as
necessary to reflect a credit union’s current risk assessment and their
current plans for supervision. In most credit unions, examiners will
complete the Scope Workbook only during examinations; however,
volatile conditions in credit unions may require more frequent updates
to record the changes in risk levels.

Examiners cannot separate effective supervision from effective district
management. They must know their district credit unions and provide
the supervision needed, in their professional judgment, to identify and
address high-risk and potentially high-risk situations.
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Supervision
of CAMEL 3,
4,and 5
Credit Unions

The risk-focused program involves both of the following:

e Risk-focused examinations; and
e Risk-focused district management.

Examiners have both the authority and the responsibility to manage
their own districts. This suggests that examiners establish sufficient
rapport with their credit unions so that the credit unions will openly
communicate with the examiners about issues and conditions that
develop between onsite contacts. Initiation of this communication can
reside with either the credit union officials or the examiner, when
available information and data indicate the prudence of such a contact.

Successful supervision involves resolving current problems and
avoiding future ones. District examiners must provide a credit union
the attention it needs to identify and reduce risk and to fully resolve
problems. Examiners may determine that some credit unions require
frequent contacts to correct the problems, while monitoring 5300
reports may suffice for others. Credit unions with more serious
problems may require in-depth monitoring of financial trends.

Additionally, effective supervision in a risk-focused environment
means that examiners look beyond the risk in one credit union at a
time. They should also be conscious of systemic risk to the NCUSIF.
This involves informing the regional office, through their supervisory
examiner, when they observe negative effects caused by similar risk
(e.g., a “bubble” in the real estate market, risky lending or investment
issues, concentration issues, vendors that lack appropriate “due
diligence” processes) in several of the credit unions in their district.

Examiners expect that successful supervision will result in better
identification of risk and the direction of risk, and prompt
reclassification to a less severe CAMEL code, but supervision can also
result in merger, liquidation or assistance to a credit union. To ensure
the prompt, effective correction of problems, the examiner who
identified the problems and developed plans for corrective action
should maintain supervisory responsibility, unless the region transfers
the credit union to Special Actions. Whenever possible, the examiner-

Page 1-25



EXAMINER'S GUIDE

in-charge should take responsibility for the credit union's supervision
through the next examination.

Effective supervision of credit unions coded 3, and 4 (credit unions
coded 5 normally do not survive) ensures the long-term viability of the
credit unions and ongoing service to members by resolving areas of
concern and reducing levels of unacceptable risk. If the credit union
has risks it cannot manage, or that cause the credit union to fail,
effective supervision minimizes the costs to members, creditors, and
the NCUSIF. The following parameters govern supervisory efforts in
code 3, 4, or 5 credit unions:

e Code 3 credit unions. The examiner provides Code 3 credit unions
with necessary supervision to assist them in improving their
operations and condition.

e Code 4 credit unions. If appropriate, NCUA may issue Code 4
credit unions an LUA. The examiner performs supervisory contacts
with the purpose of upgrading a Code 4 within 24 months, 12
months being the goal.

e Code 5 credit unions. By definition, a Code 5 credit union will not
survive more than 12 months, is clearly insolvent, and the
examiner has documented all efforts to save it. Once coded a 5,
NCUA will merge, liquidate, or provide other assistance to the
credit union expeditiously. The goal for resolution is six months
from the assignment of the Code 5 and the performance standard is
12 months.

During supervision in code 3, 4, or 5 credit unions, the examiner
should perform the following, as necessary: '

¢ Review previously identified risk areas to determine whether the
direction of risk has decreased or remains unchanged;

e Determine the progress made in resolving problems;
e Determine whether the Document of Resolution developed for the

credit union is working, and revise the plan with the officials if
changes would likely resolve the problem;
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Administrative
Record

e Inform the board of directors of inadequate progress and the status
of risk areas;

e Analyze emerging financial trends and risk areas that could
threaten the credit union's solvency;

e Determine the credit union's economic viability and, where
necessary, explore merger and liquidation alternatives;

e Recommend administrative actions, when necessary, to protect the
interests of the members, the creditors, and the NCUSIF;

e Revise, as necessary, the Scope Workbook, future supervision
plans, and the schedule for the next examination; and

e Review and revise, if necessary, recommendations for team
participants and subject matter examiners.

Although the risk-focused examination includes few required
workpapers, in credit unions coded 3, 4, and 5, examiners must
include sufficient workpapers and documentation to establish an
administrative record, should administrative or legal actions become
necessary. The administrative record is the total collection of
information NCUA needs for decision-making purposes. Therefore,
the record should present a complete, factual, and documented history
of the credit union’s problems and the attempts by NCUA and the
credit union to resolve them.
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SCOPE DEVELOPMENT AND PLANNING

Scoping and
Planning
Objectives

Overview

Scope
Development

Make a preliminary assessment of expected risk

Determine appropriate planning activities

Evaluate information to assign a level of risk for each risk category
e Indicate anticipated direction of risks

e Determine appropriate examination steps and procedures

e Assess examination resource needs

Effective allocation of resources in a risk-focused program requires
that examiners clearly identify areas where a greater potential for loss
exists. Examination scope describes the type and depth of review
conducted within each risk area during a credit union examination.

Risk areas can vary between examinations. Therefore, examiners must
document the examination scope to support the degree of review for
specified areas. The Scope Workbook is the tool used to document the
scope and risk assessment. This workbook serves as the examiner’s
documentation for the following:

e Preliminary risk assessments and supporting factors;

e Areas reviewed, depth of review, and reasons for review;
Adherence of examination to regulatory compliance;

Final risk assessments and supporting factors;

Anticipated direction of risk over the next examination cycle;
Estimates for resource needs over the next examination cycle; and
Recommendations for future areas of review and supervision plans.

The scope development process enables examiners to evaluate unique
characteristics of each credit union and determine what steps the
examination will require. Planning activities will allow the examiner to
draw more informed conclusions regarding the existence of risk. The
Scope Workbook records focal points of the examination.
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Prior
Examination
and
Supervision
Recommend-
ations

Preliminary
Risk
Assessment

The risk-focused examination approach requires determination of the
scope through a process involving:

e Recommendations from the prior examination and supervision
contacts;

e Preliminary risk assessment;

e Consideration of internal and external factors;

e Discussions with credit union management; and

e Evaluations of the credit union’s control environment and risk
management systems.

Reviewing the prior examination report and recent Scope Workbook
(or history of Scope Workbooks, if significant developing trends exist)
assists the examiner in preparing for the current examination. The
examiner should pay close attention to the risk assessment and
recommendations for areas of review.

After evaluating the recent Scope Workbooks, examiners will make a
preliminary assessment of the risk they expect to find while
performing the examination. This assessment includes the following:

e Analyzing recent call report data;

e Comparing prior recommendations with recent financial trends;
and

e Evaluating the credit union’s risk profile.

The examiner will assign a preliminary risk assessment for each of the
seven risk categories: Credit, Interest Rate, Liquidity, Transaction,
Compliance, Reputation, and Strategic. (The Risk-Focused Program
chapter provides more information for identifying the seven risks.)
Quantitative data and any information the examiner has prior to
conducting planning and scoping activities serve as determinants for
this assessment. Information obtained through discussions with
management and findings identified during the field work may change
these preliminary assessments.

Reasons for documenting these preliminary assessments include:
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Internal and
External
Factors

e Demonstrating the examiner’s thought process from beginning to
end;

e Supporting requests for additional resources; and

¢ Supporting use of significant resources or transaction testing even
though the final assessment may indicate low risk.

The 5300 Risk Parameters (found within the Scope Workbook) is a
tool for examiners to use during their initial risk assessment. This tool
provides information on the direction of risk and acts as an indication
of potential risk. It does not predict future problems and does not
supercede the examiner’s judgment in assessing risk. It simply serves
as one of the tools available to assist the examiner in this process.
Other analysis tools available outside of the Scope Workbook include
the Consolidated Balance Sheet program, the Cycle to Cycle
Comparison program, regional and national risk reports.

If applicable, examiners should consider the following factors, using
the information obtained to mitigate or amplify the initial risk
assessment:

e The size and sophistication of the credit union’s operation.
Examiners should identify the significant activities and all major
programs or services offered, including off-balance sheet activities
and other proposed ventures; and

e Information necessary to focus the examination scope and
maximize the efficiency of onsite examination work. As needed,
examiners should review the following sources of information, if
available:

- Previous examination reports, supervision contacts, and results
of any special targeted examinations occurring since the last
contact;

- Auditors’ reports (both internal and external) and management
letters;

- Management’s response to audit and examination reports;

- Prior examination work papers (paying attention to the depth
and breadth of review in each area). Consider the credit union’s
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Discussions
with Credit
Union
Management

level of service (e.g., member business loans, real estate loans,
indirect lending);

- Correspondence files;

- Financial Performance Reports (FPRs);

- Call reports and recent financial statements;

- Risk management reports;

- Income and expense budgets and projections;

- Balance sheet (financial) management policy and philosophy;

- Internal management reports;

- Board of director’s packages;

- Business, strategic, and marketing plans;

- Asset-liability management (ALM) models, policies, and
interest rate risk reports;

- Evidence of management due diligence for existing and
anticipated products, services, and systems;

- Internal control structure and process;

- Credit union service organization (CUSO) activities;

- Data processing system and the availability of the automated
integrated regulatory examination system (AIRES) download;

- Delivery channels (web-sites, home banking, bill payment
services, automated clearing house (ACH)), etc.);

- Sponsor newsletters or news articles;

- Economic environment (locally, regionally, and nationally);
and

- Recent regulatory changes.

After establishing a preliminary risk assessment and evaluating
internal and external factors, the examiner conducts discussions with
credit union management, preferably onsite. Practical considerations
(distance to the credit union, schedules of the examiner and manager,
etc.) may mandate a telephone or email contact, which can accomplish
the intended purpose. However, examiners may find an onsite contact
especially important for more sophisticated credit unions with complex
services and products. If examiners-in-charge do not schedule an early
onsite visit, they should obtain as much information as possible
through questionnaires, telephone, email or other contacts. These
discussions enable examiners to develop their own assessments of
current examination risk by refining the initial risk assessments.
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SCOPE DEVELOPMENT AND PLANNING

Discussions with management should focus on changes to
management, policies, strategic direction, management information
systems, management due diligence, staff turnover, and other
significant activities occurring since the last examination or
supervision contact. This contact allows the examiner to obtain
management’s perspective about economic conditions, internal and
external audit programs, and the risk management process. The
examiner controls the timing of the contact and should schedule it
close enough to the examination to ensure the information discussed
remains relevant and usable for the examination.

The examiner should make every effort to obtain the following
information regardless of whether an onsite or offsite contact occurs:

e Economic conditions that have a direct or indirect impact on the
credit union’s overall financial condition. Discussions with senior
management may include the following issues:

- Field of membership, including the principal types of
businesses within the field of membership and plans for future
expansion;

- Sponsor relationships or special relationships with operating
subsidies that may affect interpretation of comparative data;

- Trends of the credit union’s local economy and stability of
major select groups within the field of membership; and

- Dependence upon a particular industry or economic sector
(e.g., oil and gas, agriculture.)

e Operational and functional changes. The credit union may
experience, or management may anticipate, changes in the
following areas:

- Overall objectives or management philosophy;

- Senior management, the board of directors, official committees,
or key operating staff;,

- Types of loans offered and material changes in loan types and
volume;

- Types of shares offered and material changes in share types and
volume;

- Investment strategies or brokers;
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- Liquidity position;

- Operations, including information systems;

- Policies and procedures;

- Formal committee structures; and

- Risk areas posing the highest risk to the operation currently and
in the future.

Internal control risks identified by the internal or external audits,
the previous examination, verification of members’ accounts or
through other reports should prompt examiners to do the following:

- Consider the following when reviewing the findings of the
internal auditor or personnel responsible for evaluating internal
controls:

i.  Independence and experience of personnel conducting
internal control reviews, adequacy of staff size,
appropriateness of audit schedule, and sufficiency of
scope;

ii.  Reliability and effectiveness of internal control reviews;
iii.  Quality of audit reports, and management’s
responsiveness to auditors’ findings;
iv.  Quality of internal audit work papers; and
v.  Procedures for internal audit reporting;

- Consider reviewing the external auditors’ workpapers if the
following risk-related circumstances exist:

i.  Internal control weaknesses;
ii.  Substantial exposure to high-risk activities; and
iii.  Past problems with the quality of the audit or audit firm;
and

- Consider the internal controls surrounding the verification of
members’ accounts and the quality of the verification.

Assessment of the quality of management. Examiners may wish to
consider the following:
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Team
Examinations

- Findings from prior examinations and CAMEL coding of
Management;

- Changes since the last examination in key management
officials;

- Activities of the board and other committees including their
degree of activity and participation;

- Education and experience of senior management and key
officials;

- Performance evaluation system or process;

- Organizational chart;

- Quality of written policies and procedures;

- Quality of the budgeting and planning processes;

- Member service and membership recruitment;

- Quality of management due diligence, including cost-benefit
studies, for existing or planned products, services, and systems;
and

- Adherence to policies and procedures by staff.

Examiners’ past experience and knowledge of the credit union will
affect the amount of time devoted to the scoping and planning phase.
Generally, examiners will spend more time and effort on planning for
larger than for smaller credit unions. However, asset size alone does
not determine the extent of the scope. Examiners must consider the
nature of the credit union’s services, compliance history with those
services, changes in the regulatory environment, and safety and
soundness implications.

For larger and more sophisticated credit unions, early review will
allow examiners-in-charge greater flexibility in determining necessary
resources, including the number, experience, and qualifications of
team members.

The supervisory examiner and district examiner schedule team
examinations according to regional policies. In addition to reviewing
team participants’ workpapers, analyzing the credit union’s
performance, and meeting with the officials, the examiner-in-charge
coordinates, monitors, and facilitates the smooth completion of the
examination.
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If needed, the examiner-in-charge and selected team members should
begin the examination before the full team arrives, unless travel and
time considerations preclude an advance team contact. Examiners can
lose substantial time during the initial phases of the examination
waiting for credit union staff to provide data downloads or loan files.

When examiners-in-charge schedule a subject matter examiner or
regional specialist to participate on the examination, they should
schedule these examiners first to ensure their availability when needed
during the examination. The examiner-in-charge should also consider
the amount of time these individuals might need to provide training to
other team members during their onsite work.

The examiner-in-charge (or advance team) should complete the
following steps before the full team’s arrival:

¢ Contact key officials to inform them of the examination and its
probable duration. Examiners-in-charge that plan to hold a joint
conference should determine a mutually agreeable date and time
(see the Joint Conference/Exit Meeting chapter of this Guide);

e Arrange working space for the team;

e Obtain the supervisory committee work and schedule a meeting
with the auditor, if necessary;

e Obtain all relative board policies scheduled for review;

o Select loans for review, as appropriate. Since examiners-in-charge
usually request that credit union employees pull the loan files, they
should give staff as much time as possible before the arrival of the
full team;

e Scan board, executive, ALCO minutes, etc., as appropriate;

e Allocate work assignments to team members. The AIRES Team
Examination option gives the examiner-in-charge the ability to
import and export loan lists, reports, general ledger worksheets
(except balance sheet and income statements) and questionnaires to
and from various team members;
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e Provide significant portions of the prior examination to the
appropriate team members, if possible. The examiner-in-charge
often assembles appropriate workpapers, policies, questionnaires
and instructions for team members responsible for specific areas of
the examination; and

e Notify team members of their assignments before beginning the
onsite examination to allow the team time to review their assigned
areas and to assemble needed reference material. The examiner-in-
charge will then have the freedom to more effectively coordinate
and direct the overall examination.

A primary goal for the examiner-in-charge’s planning work, after
outlining the scope, is to communicate information gathered from the
process to the applicable team members. The risk-focused examination
process avoids repeating the work already completed by competent,
professional individuals and documented in reports and audits.

The examiner-in-charge often holds pre- and post-examination
conferences with either the full team or selected team members.
During pre-examination conferences, the examiner-in-charge can
discuss the credit union’s risk profile, relate problems noted during
prior examinations and supervision contacts, answer team members’
questions pertaining to their delegated areas of responsibility, provide
instructions on communicating with personnel at the credit union and,
in general, plan the work. The examiner-in-charge should provide an
open door of communication throughout the examination, inviting

team members to discuss risk assessment adjustments based on their
field work.

Post-examination conferences have value in the more complex
examinations in which the examiner-in-charge may not have had the
opportunity to become acquainted with all phases of the credit union’s
operations. Team members can brief the examiner-in-charge on
requested areas, provide reports on their areas of responsibility, and
discuss risk assessment adjustments as necessary. The examiner-in-
charge decides whether to hold pre- or post-examination conferences.
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Scope
Determin-
ation

Process or
Transactional
Review

Level of Risk

Adjusting the
Scope

The examiner-in-charge should ensure that adequate documentation
exists and all appropriate meetings with credit union personnel have
occurred before team members depart at the end of the examination.

Completing the Scope Workbook will assist the examiner in
determining and documenting the scope of the current examination.
This workpaper uses prior risk assessments and quantitative data from
the most recent call report to highlight areas of concern.

When developing the examination scope, the examiner needs an
understanding of the difference between “process” and “transaction”
examination steps. Process involves the planning, direction, and
control aspects, including management’s reporting of information for a
given area. Transaction involves the actual individual transactions or
records of a credit union.

The risk-focused examination enables examiners to perform a process
review in the credit union’s well-managed areas, without extensive

transaction testing. This type of examination permits examiners to
evaluate the credit union’s process for managing risk, including how
effectively the credit union uses its information systems.

The scope determination process culminates in identifying specific
procedures the examiners will perform during the examination. If
examiners’ preliminary risk assessment indicates an area has high or
moderate risk, they will then determine which procedures will most
effectively evaluate the depth of the risk and result in
recommendations for improvement. If examiners judge an area to
contain low risk, they may choose to perform no procedures or a very
limited process review.

The final scope determination relies on examiner judgment. Examiners
should adjust the scope of the examination as appropriate. This will
require the examiners to use sound professional judgment and analysis,
and to maintain open lines of communication with management. A
successful examination requires discussing relevant concerns as they
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Minimum
Procedures

Documenting
the Scope

arise. The Scope Workbook provides a forum for the examiner to
summarize the scope of the examination and document the areas
reviewed.

Examiners will evaluate the credit union’s overall risk profile to
determine most of the procedures they plan to perform during an
examination. However, the examiners must complete the following

three procedures during each examination, regardless of risk:

Verify the accuracy of the call report. The steps required to
perform this verification will vary based on the risk characteristics
present in each credit union. Credit unions with multiple internal
control checks in the accounting and reporting areas may require
little verification. In those credit unions lacking an effective system
of internal controls, examiners may need to perform more
extensive testing to satisy themselves as to the accuracy of the
report.

Review the supervisory committee audit and verification. Again,
this review will vary significantly based on the qualifications of the
auditors, the audit findings, the extent of the audit scope, and the
level of oversight provided by the supervisory committee or
internal auditors.

Verify compliance with the Bank Secrecy Act (BSA). The Federal
Credit Union Act requires NCUA to determine compliance with
this law during each examination. Part 748 of NCUA'’s Rules and
Regulations specifies some of the requirements of this law. The
Compliance chapter of this Guide provides further information on

the BSA.

Examiner’s discretion determines the extent of documentation.

Although no specific requirements exist, the documentation should
demonstrate:

The extent of procedures and testing performed;
Review of regulatory compliance in applicable areas (e.g., if a
credit union grants member business loans, the examiner should
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Final Risk
Assessment

Budget and
Plans

evaluate and document compliance with Part 723 of the Rules and
Regulations);

e Reasons and factors considered in determining areas and extent of
review;

e Analysis and assessment of risk areas;

e Conclusions reached and recommendations made; and

e Adequate support for conclusions and recommendations.

In cases that result in losses or administrative action, the examination
workpapers will lay the groundwork for building an administrative
record.

The examiner will evaluate all information gathered to assign a final
assessment of risk for each of the seven risk categories. Information
obtained during the examination may result in changes to the
preliminary risk assessment.

Each category of risk will receive a risk assignment of high, moderate,
or low, depending on the factors present in the credit union. At the
conclusion of the examination, the examiner will also indicate the
anticipated direction (increasing, decreasing, or unchanged) of the risk
over the next examination cycle. Some factors contributing to this
anticipated direction include the examiner’s expectations regarding:

e Management’s ability to monitor and control identified risks;

e Management’s willingness to monitor and control identified risks;
and

e Anticipated changes in management, services, economic
environment, field of membership, etc.

Attachment 2.1 contains a list of risk indicators for each risk category.
Examiners should use this attachment only as guidance in the
assignment of risk level.

After conducting the examination, the examiner begins the planning
cycle again by suggesting future review areas and estimating resource
needs for the next examination and interim supervision. The Budget
and Plans section of the Scope Workbook documents these
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recommendations. Examiners should consider the following items
when completing this sheet:

Level of complexity in any given area;

Need for subject matter examiners or regional specialists;
Recommendations for transactional reviews;

Recommendation for risk-based examination scheduling category;
Anticipated changes in field of membership, charter, services,
management, etc.;

Known or expected changes in senior management, board of
directors, official committees, or key operating staff;

Known or expected regulatory changes affecting the credit union;
Known or expected events affecting budgeted hours (merger,
conversion, voluntary liquidation, involuntary liquidation, etc.);
and

Known or expected trends in local and national economy.

When the examiner uploads the scope workbook, the Budget and Plans
section records the hours anticipated for the next examination and
interim supervision. The supervisory examiner will have the
opportunity to review this document as part of the completed
workbook.
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Credit Risk Indicators

Factor Low Moderate High
Board and Fully understands all aspects | Reasonably understands key | Does not understand risks,
Operational of credit risk and has a fully aspects of credit risk and has | has chosen to ignore, or does
Management effective process in place to an adequate process in place | not have a satisfactory
Understanding | control that risk. to control that risk process in place for key
aspects of credit risk.
Risk Management anticipates and | Management has an Management does not
Management identifies issues before they adequate system in place to | anticipate problems or is
become problems, including identify problems and ineffective in responding to
those resulting from changes | adequately respond to those | problems once they occur.
in market conditions. signals, including those
resulting from changes in
market conditions.
Policies Current, effective and Satisfactory. Ineffective.
followed.
Diversification | Credit risk diversification is Adequate attention to credit Unsatisfactory credit risk

actively managed.

risk diversification.

diversification.

Loans Granted,

Conservative in structure,

Prudent in structure, terms,

Aggressive in structure,

Loans or terms, growth, or settlement growth, or settlement terms, growth, or settlement

Investments practices. Effective due practices. Due diligence is practices. Due diligence is

Purchased diligence. adequate. lacking, ineffective, or
inadequate.

Underwriting Sound and few or no Sound with a limited volume Not adequate or are not

Standards exceptions exist. of exceptions. prudent and a large volume of

exceptions exist.

Concentrations | Appropriate diversification Adequate diversification. Significant concentrations

exist.

Collateral Collateral values satisfactorily | Values protect credit Collateral is illiquid or values

Values support credit exposure. exposure. provide inadequate support.

Problem Low volume, resolution times | Moderate volume, reasonable | High volume, extended

Assets are within normal course of resolution times, and resolution times, and
business and process is adequate reporting. inadequate reporting.
controlled.

Reserves Reserves adequately cover Inherent losses should not Losses may seriously deplete
inherent losses. Exposure to | seriously deplete current current reserves or require
loss of earnings or capital reserves or require more than | abnormal provisions.
from credit risk is minimal. normal provisions. Exposure | Exposure to loss of earnings

to loss of earnings or capital or capital is substantial.
is manageable.

Internal Audit | Timely, comprehensive, and Acceptable. Promotes Serious weaknesses exist

and Review independent. Promotes early reasonable identification of such as lack of
identification of emerging problems. Management independence, timeliness, or
risks. Management responds | responds to findings. scope of review. Does not
to findings quickly. promote early identification of

problems and risk.
Management ignores
findings.

ALLL Evaluation method is sound, Method is generally Method is flawed and

Methodology well documented, and acceptable and provides an provides insufficient coverage

appropriate coverage of risks
exists.

acceptable coverage of risks.

of risks.
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Iinterest Rate Risk Indicators

Factor Low Moderate High

Board and Fully understands all aspects | Reasonably understands key | Does not understand or
Operational of IRR. aspects of IRR. ignores key aspects of IRR.
Management

Understanding

Responsiveness | Anticipates and responds Adequately responds to Does not anticipate or take
to Market well to changes. changes. timely and appropriate
Conditions actions in response to

changes.

Monitoring &

Process is independent from

Process is independent from

Process is not independent

Measuring those executing risk-taking those executing risk-taking from those executing risk-
decisions. Effective reporting | decisions. ‘Adequate taking decisions. Lack of
of IRR exists. reporting of IRR exists. monitoring and reporting of

IRR.

Risk Exposure Little repricing risk and Repricing risk, basis risk, Significant levels of repricing
minimal exposure to basis yield curve risk, and options risk, basis risk, yield curve
and yield curve risk. risk exposures are collectively | risk, or significant levels of

maintained at manageable options risk exist.
levels.

Mismatches Mismatched positions are Mismatched positions may be | Mismatched positions are
short- term. longer but are managed longer term and inadequately

effectively. managed.,

Risk to Capital Mismatches are unlikely to Substantial volatility in High probability of substantial

and Earnings cause earnings or capital earnings or capital due to the | volatility in earnings or capital
volatility due to the movement of interest rates is | due to the movement of
movement of interest rates. not anticipated. interest rates.

IRR Process Effective, documented, and Adequate. Deficient.
proactive.

Measurement Enhance decision making by | Minor weaknesses, but are Overly simplistic in light of the

Tools and providing meaningful and appropriate given size and relative size and complexity

Methods timely information under a complexity of the credit of the credit union’s on- and
variety of defined and union’s on-and off-balance- off-balance-sheet exposures.
reasonable rate scenarios. sheet exposures.

MIS Reporting Timely, accurate, complete, For the most part, timely, Significant weaknesses.
and reliable. accurate, complete and

reliable.
Risk Limits Clear parameters, that are Adequate to control the risk to | Not reasonable or do not

regularly reviewed, are set
for risk to earnings and the
economic value of equity
under defined stressed
interest rate scenarios.

earnings and the economic
value of equity under defined
stressed interest rate
scenarios.

reflect an understanding of
the risks to earnings and the
economic value of equity.
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Liquidity Risk Indicators

Factor Low Moderate High
Board and Fully understands all aspects | Reasonably understands key | Does not understand, or
Operational of liquidity risk. aspects of liquidity risk. chooses to ignore key
Management aspects of liquidity risk.
Understanding
Management Anticipates and responds Adequately responds to Does not anticipate or take
Responsiveness | well to changes in market market condition changes. timely or appropriate actions
conditions. in response to changes.
Liquidity Favorable position with Not excessively vulnerable to | Access to funds is impacted
Position and negligible exposure to funding difficulties should an | by poor market perception or
Risk Exposure earnings and capital. adverse change in market market resistance, resulting in
perception occur. Earnings substantial exposure to loss
or capital exposure is of earnings or capital.
manageable.
Funding Ample funding sources exist. | Sufficient funding sources Funding sources and portfolio
Sources Funding sources provide the | exist to provide cost-effective | structures suggest current or
credit union with a liquidity. potential difficulty in
competitive cost advantage. sustaining long-term and
cost-effective liquidity.
Borrowing Widely diversified, with little Diversified with few providers | Concentrated in a few
Sources or no reliance on wholesale or groups sharing common providers, or providers with
or other credit-sensitive investment objectives and common investment
funds providers. economic influences. objectives or economic
influences.
Future Liquidity | Market alternatives exceed Liquidity position is not Liquidity needs may be
Position demand for liquidity with no expected to deteriorate in the | increasing with declining
adverse changes expected. near term. medium- and long-term
funding alternatives.
Risk Processes reflect a sound Processes are adequate. Processes are deficient.
Management culture that has proven
Process effective over time.
MIS Reporting Timely, complete, reliable, For the most part, timely, Do not provide useful

and reviewed by
management.

complete, reliable, and
reviewed by management.

information for managing
liquidity risk.

Balance Sheet

Appropriate attention is given

Attention to balance sheet

Attention to balance sheet

Management to balance sheet management is appropriate. management is inappropriate.
management and the cost Access to funding markets is | Management has not
effectiveness of liquidity properly assessed and realistically assessed the
alternatives. diversified based upon size credit union’s access to funds

and complexity. and has not paid sufficient
attention to diversification.

Contingency Well-developed and Effective and the cost of Nonexistent or incomplete.

Plans effective. liquidity alternatives is Cost of alternatives has not

adequately considered. been adequately considered.
High probability exists that
contingency funding sources
are needed. Improvement is
not expected in the near
future.

Cash Flow Effective, reliable and timely | Adequate analysis conducted | Analysis not done or is

Analysis analyses are conducted. based upon size and inadequate.

complexity.
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Transaction Risk Indicators

Factor Low Moderate High

Board and Fully understands all aspects | Reasonably understands key | Does not understand, or

Operational of transaction risk. aspects of transaction risk. chooses to ignore key

Management aspects of transaction risk.

Understanding

Responsiveness | Anticipates and responds Adequately responds to Does not anticipate or take

to Market and well to changes. changes. timely or appropriate actions

Technological in response to changes.

Conditions

Risk Exposure Only a slight probability of Possible loss to reputation, Weak internal controls

damage to reputation, earnings or capital exists but | expose the credit union to
capital, or earnings. is mitigated by adequate significant damage to
internal controls. reputation, or loss of earnings
or capital.

Transaction History of sound operations. | History of adequate History of transaction

Processing Likelihood of transaction operations. Likelihood of processing failures.

Controls processing failures is transaction processing Likelihood of future failures is

minimal due to strong failures is minimized by high due to absence of
internal controls. generally effective internal effective internal controls.
controls.

Systems and Strong control culture that Adequate operating and Serious weaknesses exist in

Controls results in systems, internal information processing operating and information

controls, audit, and systems, internal controls, systems, internal controls,
contingency and business audit coverage, and audit coverage, or
recovery plans that are contingency and business contingency and business
sound. recovery plans are evident. recovery plans.

MIS Satisfactory Minor deficiencies may exist Significant weaknesses in
that relate to transaction and | transaction and information
information processing processing activities.
activities.

New Products Favorable performance in Planning and due diligence Inadequate. CU is exposed

or Services expansions and introductions | prior to introduction of new to risk from the introduction or

of new products and services are performed expansion of new products
services. although minor weaknesses and services.
exist.
Conversion Conversion plans are clear, Conversion plans are evident, | CU may be exposed to
Management comprehensive, and although not always processing risks due to poor
followed. comprehensive. conversion management,
either from the integration of
new acquisitions with existing
systems, or from converting
one system to another.

Problem Management identifies Management recognizes Management has not

Identification weaknesses quickly and weaknesses and generally demonstrated a commitment

and Corrective takes appropriate action. takes appropriate action. to make the corrections

Action required to improve

transaction processing risk
controls.
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Strategic Risk Indicators

Factor Low Moderate High

Risk Management | Practices are an integral Quality is consistent with the | Practices are inconsistent

Practices part of strategic planning. strategic issues confronting with strategic initiatives. A

the credit union. lack of strategic direction is
evident.

Strategic Strategic goals, objectives, | Demonstrated the ability to Operating policies and

Planning culture, and behavior are implement goals and programs inadequately
effectively communicated objectives and successful support strategic initiatives.
and consistently applied implementation of strategic The structure and talent of
throughout the institution. initiatives is likely. the organization do not
The depth of management support long-term strategies.
talent enhances strategic
direction and organizational
corporate efficiency.

Management/Staff | Changes in key Key management or staff Key management or staff

Turnover management or staff are changes recently occurred. turnover is high and poorly
well managed and minimal. | Succession plans are managed. Succession plans
Succession plans are adequate. are non-existent, inadequate,
documented and effective. or ignored.

Track Record Management has been Management has a Deficiencies in management
successful in reasonable record in decision-making and risk
accomplishing past goals decision-making and controls. | recognition do not allow the
and is appropriately institution to effectively
disciplined. evaluate new products,

services, or FOM expansions.

MIS Management information Management information Management information
systems effectively support | systems reasonably support systems supporting strategic
strategic direction and the credit union’s short-term initiatives are seriously flawed
initiatives. direction and initiatives. or do not exist.

Risk Exposure Exposure reflects strategic | Exposure reflects strategic Strategic goals emphasize
goals that are not overly goals that are aggressive but | significant growth or
aggressive and are compatible with business expansion that is likely to
compatible with developed | strategies. result in earnings volatility or
business strategies. capital pressures.

Impact and Risk Initiatives will have a Actual practices have only The impact of strategic

of Initiatives negligible impact on minor inconsistencies with decisions is expected to
capital, systems, or planned initiatives. Initiatives | significantly affect net worth.
management resources. are reasonable considering Strategic initiatives may be
The initiatives are well the capital, systems, and aggressive or incompatible
supported by capital for the | management. Decisions are with developed business
foreseeable future and not likely to have a significant | strategies. Decisions are
pose only nominal possible | adverse impact on earnings either difficult or costly to
effects on earnings or capital and can be reverse.
volatility. reversed without significant

cost or difficulty.

Appropriateness | New products/services are | New products/services will Strategic goals are unclear or

of New Products | supported by sound due not materially alter business inconsistent, and have led to

& Services diligence and strong risk direction, can be an imbalance between the

management. The
decisions can be reversed
with little difficulty and
manageable costs.

implemented efficiently and
cost effectively, and are

within management’s abilities.

credit union’s tolerance for
risk and willingness to supply
supporting resources for new
product/service offerings.
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Reputation Risk Indicators

Factor Low Moderate High
Board and Anticipates and responds Adequately responds to Does not anticipate or take
Operational well to changes of a market | changes of a market or timely or appropriate actions
Management or regulatory nature that regulatory nature that impact | in response to changes of a
Response to impact its reputation in the the institution’s reputation in market or regulatory nature.
Change marketplace. the marketplace.
Organization Management fosters a sound | Administrative procedures Weakness may be observed
and Overall culture that is well supported | and processes are in one or more critical
Operations throughout the organization satisfactory. Management operational or administrative
and has proven very has a good record of activities. Management
effective over time. correcting problems. information at various levels
exhibits significant
weaknesses.
Risk The credit union effectively The credit union self-polices | The credit union's
Management self-polices risks. risks. performance in self-policing is
suspect.
Internal Fully effective. Generally effective. Not effective in reducing
Controls and exposure. Management has
Audits either not initiated, or has a
poor record of, corrective
actions to address problems.
Net Worth Net worth is only minimally The exposure of net worth Net worth is substantially
Exposure exposed by reputation risk. from reputation risk is exposed by reputation risk
Minimal member complaints | controlled. Adequate shown in significant litigation,
received, involving minor systems exist to process large dollar losses, or a high
issues. Complaints are member complaints volume of member
handled promptly, effectively, | satisfactorily. complaints. The potential
and efficiently. exposure increases with the
number of accounts, the
volume of assets under
management, or the number
of affected transactions.
Legal Risk Losses from fiduciary The credit union has avoided | Poor administration, conflicts
activities are low relative to conflicts of interest and other | of interest, and other legal or
the number of accounts, the | legal or control breaches. The | control breaches may be
volume of assets under level of litigation, losses, and | evident.
management, and the member complaints are
number of affected manageable and
transactions. The credit commensurate with the
union does not regularly volume of business
experience litigation or conducted.
member complaints.
Disaster Documented, tested, and Adequate plans are in place. | Inadequate or non-existent
Recovery Plans | effective plans are in place. plans.
Promotional and | Effective promotional and Adequate promotional and Inadequate or non-existent
Educational educational efforts are made | educational efforts are promotional and educational
Efforts to reach existing and undertaken. efforts.

potential members.
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Compliance Risk Indicators

Factor Low Moderate High
Board and Fully understands all aspects | Reasonably understands the | Does not understand, or has
Operational of compliance risk and key aspects of compliance chosen to ignore, key aspects
Management exhibits a clear commitment | risk. Commitment to of compliance risk. The
Understanding | to compliance. Commitment | compliance is reasonable and | importance of compliance is
is communicated throughout | satisfactorily communicated. not emphasized or
the institution. communicated throughout the
organization.
Authority and Authority and accountability | Authority and accountability Management has not
Accountability for compliance are clearly are defined, although some established or enforced

defined and enforced.

refinements may be needed.

accountability for compliance
performance.

Response to

Anticipates and responds

Adequately responds to

Does not anticipate or take

Changes well to market or regulatory market or regulatory changes. | timely or appropriate actions
changes. in response to market or
regulatory changes.
Product and Compliance considerations While compliance may not be | Compliance considerations
Systems are incorporated into product | formally considered when are not incorporated in
Development or systems development. developing product or product or systems
systems, issues are typically | development.

addressed before they are
fully implemented.

Violations &

Violations, noncompliance,

The frequency or severity of

Violations, noncompliance, or

Risk Exposure or litigation are insignificant, | violations, noncompliance, or | litigation expose the credit
as measured by their litigation is reasonable. union to significant
number or seriousness. impairment of reputation,
value, earnings, or business
opportunity.
Error Detection | When deficiencies are Problems can be corrected in | Errors are often not detected
and Corrective identified, management the normal course of internally, corrective action is
Action promptly implements business without a significant | often ineffective, or
meaningful corrective action. | investment of money or management is
management attention. unresponsive.
Management is responsive
when deficiencies are
identified.
Risk Good record of compliance. Compliance management Compliance management
Management The CU has a strong control | systems are adequate to systems are deficient,

culture that has proven
effective. Compliance
management systems are
sound and minimize the
likelihood of excessive or
serious future violations.

avoid significant or frequent
violations or noncompliance.

reflecting an inadequate
commitment to risk
management.

Controls and
Systems

Appropriate controls and
systems are implemented to
identify compliance problems
and assess performance.

No shortcomings of
significance are evident in
controls or systems. The
probability of serious future
violations or noncompliance
is within acceptable
tolerance.

The likelihood of continued
violations or noncompliance
is high because a corrective
action program does not
exist, or extended time is
needed to implement such a
program.

Training and
Resources

Training programs are
effective and the necessary
resources have been
provided to ensure
compliance.

Management provides
adequate resources and
training given the complexity
of products and operations.

Management has not
provided adequate resources
or training.
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Chapter 3

TOTAL ANALYSIS PROCESS

Examination
Objectives

Overview

Evaluate the components of CAMEL

Review quantitative measurements

e Review qualitative considerations

e Interpret examination results and reach conclusions
e Recommend and help develop action plans

The CAMEL Rating System provides an accurate and consistent
assessment of a credit union’s financial condition and operations in the
areas of Capital Adequacy, Asset Quality, Management, Earnings, and
Asset/Liability Management. This internal tool measures risk and
allocates resources for supervision purposes. Examiners can access
NCUA'’s most recent Letter to Credit Unions regarding the CAMEL
Rating System in the Letters to Credit Union section of Reference
Information on the NCUA website (www.ncua.gov).

The CAMEL rating culminates the examination process. Key ratios
alone do not automatically determine the rating. Examiners should
look behind the numbers to determine the significance of supporting
ratios and trends. When evaluating the components of CAMEL,
examiners look at the seven risks discussed in the Risk-Focused
Program Chapter and the quantitative measurements and the
qualitative considerations outlined in the Letter to Credit Unions
discussed above before determining a final rating. Examiners have the
discretion to increase or decrease any rating they deem necessary using
their professional judgment. They should support increases or
decreases in the examination report.

The total analysis process includes:

e Collecting data;

e Reviewing data;

e Interpreting data;

e Reaching conclusions;
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Collecting
Data

Reviewing
Data

e Making recommendations; and
e Developing plans for action.

The examiner collects statistical data during the planning phase of the
examination. Some financial data appears on the 5300 Risk Parameters
tab of the Scope Workbook, with more detail on the various AIRES
work papers including the Financial History and Key Ratio forms.
Examiners obtain qualitative data by observation (e.g., reading the
minutes, policies, recent correspondence, prior examination reports,
watching as staff performs their duties) and by discussion with
officials and employees. Several examination work papers (e.g., Loan
Exceptions, Examiner Findings, Informal Discussion Items) document
qualitative and quantitative data. The Examination Overview
summarizes the data in a narrative form.

The Financial History, a key form for performing the total analysis
process, compiles examination data for computing ratios on the Key
Ratio Analysis form. For periods other than those on the Key Ratios
form, examiners may collect and analyze date using optional AIRES
work papers or alternative analysis tools like the Consolidated Balance
Sheet or Cycle-to-Cycle programs.

The imported data automatically carries forward to Financial History,
Key Ratios and various investment, loan, and share reports. The prior
year-end and current quarter-end 5300 information flows from the
Calculated 5300 Accounts spreadsheet to the appropriate forms.
Examiners should verify the integrity of the 5300 data. If the examiner
finds errors on the 5300, they should upload corrected data through the
host system and make corrections during the current examination. The
examiner should also consider requiring that the credit union restate
the appropriate financial statements.

In this portion of the total analysis process, the examiner (1) breaks
down and reassembles the data, relating individual parts to the whole;
(2) notes the trends; and (3) evaluates the data. This complex
evaluation of the examination data requires examiners to use their
professional judgment.
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Levels of
Analysis

Structural
Analysis

Examiner judgment affects the overall analytical process. The
examiner sets the tone for the data review process by asking
management appropriate questions, and reviewing and completing the
Preliminary Risk Assessment tab of the Scope Workbook. The review
of data takes place in varying levels of analysis, including:

e Structural analysis,

e Trend analysis,

e Reasonableness analysis,

e Variable data analysis, and
¢ Qualitative data analysis.

Numerous ratios measuring a variety of credit union functions provide
the basis for analysis. Examiners must understand these ratios both
individually and as a group, depending on the type of analysis being
performed. For example, some individual ratios may not provide an
accurate picture without a review of the related trends. Analyzed as a
group, however, the ratios may depict important trends not seen when
reviewing individual measures.

Structural analysis includes the review of the component parts of a
financial statement in relation to the whole. The examiner analyzes
financial data and the ratios developed from that data. For example, the
return on average assets is a structural analysis ratio developed from
the income and assets.

The examiner should first develop expectations of the relationships of
these financial components or ratios to each other and as a whole. In
developing expectations, the examiner may refer to comparable prior
periods, budgets, industry trends, etc.

The examiner then compares the anticipated results with the
relationships actually taking place among financial elements within the
period. This highlights two important aspects of structural analysis: (1)
structural analysis is static in the sense that the examiner reviews the
composition of the financial statement as of a specific date or as of a
particular cut-off date; and (2) the credit union’s resulting financial
ratios should fall within reasonable parameters or the examiner’s
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expectations. Examiners may use the Reasonableness worksheet in the
ExamOptional workbook to assist in making this determination.

One or more ratios outside those reasonable parameters can indicate an
at-risk, misstated, or otherwise suspect financial condition. For
example, consider the close relationship between asset composition
and gross income. If loans comprise 90 percent of a credit union’s
assets and those loans have a 15 percent annual percentage rate (APR)
and nominal loan delinquency, the examiner would expect relatively
high gross income. However, if gross income as a percentage of
average assets equals only 6.9 percent, the results fall outside the
examiner’s reasonable parameters or expectations and should raise
questions that warrant further review.

Additionally, the examination process, while not designed to detect
fraud, may warrant expanded procedures when red flags exist (the
Management and General Ledger chapters and the appendix to the
Share Structure chapter contain red flags.)

When analyzing the financial and operational structure, examiners
should:

e Step back from examination details and individual ratios (and often
from the computer);

e Think about the big picture, how the various aspects of the
examination interact and the individual ratios relate to each other;
and

e Assess management’s ability to identify, measure and control
current and future risk.

The risk-focused examination provides examiners flexibility in the
examination scope (i.e., examiners should expand procedures when
they note high related risks.) For example, if management has a poor
process for managing credit risk, examiners should expand the loan
review. The structural analysis process enables examiners to (1)
analyze internal controls, (2) judge how much reliance they can place
on those controls, and (3) persuade the officials to identify and correct
weaknesses and other conditions conducive to fraud and
embezzlement.
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During structural analysis, the examiner reviews the statistical data on
the AIRES Financial History form and the 5300 Risk Parameters tab of
the Scope Workbook and calculates structural ratios on the Key Ratio
work paper in AIRES. Generally, the examiner uses the key ratios to
evaluate and appraise the credit union's overall financial condition as
of the examination date. However, examiners may require other
structural ratios to complete the analysis or to corroborate the tentative
conclusions reached after reviewing the required key structural ratios.
The analysis of management’s financial vision includes reviewing key
ratios against the credit union’s projected ratios in the budget or
business plan. Examiners should expand a review when they identify
risk indicators.

To determine the level of risk, examiners review structural ratios
individually and in relation to each other. For example, if a credit
union has a lower than normal net income level, but strong and stable
capital ratios, the examiner may initially suspect that the credit union
has an earnings problem. However, in reality, management may reward
the members with higher dividend rates that do not threaten the credit
union’s strength. In any case, if the credit union has negative year-to-
date return on average assets, the examiner should determine whether
earnings pose a potentially serious problem.

During the structural ratio review, the examiner may carefully compare
the credit union's ratios to the same ratios of similar size credit unions.
Economic, geographic and other differences between one credit union
and another preclude indiscriminate comparisons. Peer ratios do not
represent standards or goals for the credit union to attain; they serve
only as benchmarks. As such, examiners should use peer ratios as
analysis points only, and should not carry this type of comparison to
the Overview. Examiners should keep in mind a basic tenet of ratio
analysis: ratios never answer questions; they only raise them.

Examiners should not recommend specific action either orally or in the
examination report when the only reason offered is that the credit
union should meet a peer or national average. Pursuing the reasons for
the adverse ratios often allows the examiner to distinguish between
unacceptable risks and appropriate trends for the particular credit
union.
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Trend Analysis

Reasonable-
ness Analysis

Structural analysis enables examiners to identify potential risks;
however, examiners need trend analysis, in addition to the structural
approach, to reach appropriate conclusions and make sound
recommendations to management. Trend analysis helps determine the
level and direction of the risk.

Trend analysis involves comparing the component parts of a structural
ratio to itself over several time periods. Seasonal fluctuations may
warrant the examiner using other than annual trend analysis periods.
While trend analysis often requires looking back at prior ratios, it also
serves as a valuable forecasting tool that allows the examiner or credit
union to project outcomes if the credit union chooses another solution
or resists making needed corrections.

Trend analysis enables identifying, questioning, and evaluating the
changes in results of operations. For example, assume a credit union
has a ratio of delinquent loans to total loans of 10 percent. If the
structural ratio were 5 percent at the previous examination, the
examiner would determine the reasons for the increase by reviewing
the trends of each component, total loans and total delinquent loans.
The increase may result from (1) delinquent loans increasing while
total loans decrease or remain unchanged; (2) both delinquent loans
and total loans increasing, but delinquent loans increase at a faster rate;
(3) both delinquent loans and total loans decreasing, but total loans
decrease at a faster rate; or (4) delinquent loans remaining unchanged
while total loans decrease.

Determining which situation applies provides a basis for expanding the
depth of analysis needed to fully assess the potential risk. During the
total analysis process, examiners should:

¢ Determine whether material negative trends exist;

e Ascertain the action needed to reverse unfavorable trends; and

e Formulate, with management, recommendations and plans to
ensure implementation of these actions.

As needed, the examiner performs necessary reasonableness tests to
ensure accuracy of financial performance ratios. For example, if the
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Variable Data
Analysis

cost of funds exceeds the average stated rates, the yield on loans in a
highly loaned out credit union with no reported delinquency equals
less than half the stated rate, or the yield on investments falls well
below market in comparison to the balance, the examiner should
determine the cause. AIRES has the capability (optional) to compute
share costs and loan yields within the Critical worksheets for shares
and loans. AIRES also calculates reasonableness ratios on the optional
worksheet, Reasonableness Ratios.

By performing reasonableness tests, the examiner might identify
transaction risks such as (1) unauthorized disbursements, (2) out-of-
balance conditions, (3) negative share accounts (overdrafts), (4)
payment of personal expenses from credit union funds, and (5)
fictitious loan or share accounts (or other fictitious records). The
existence of fraud or embezzlement often causes the financial
performance ratios to fail tests of reasonableness, which may serve as a
red flag indicating the need for more in-depth review by the examiner.

Most individual balance sheet items provide limited usable
information that examiners can retrieve to analyze the credit union's
financial condition. If examiners decide to perform an account
analysis, they must understand what entries make up the whole
account.

Examiners can often analyze an examination area in many different
ways. For example, during the loan review, a variety of options exist
by which examiners may analyze loans, including:

e The amount current and the amount delinquent (the amount
delinquent can be further broken down into length of delinquency);
The amount collectible or uncollectible;

The number of loans involved;

e The average unpaid balance of each loan;

e The loan turnover rate;

e The percentage of high risk loans (may require profiling loans);
e The amount allocated to a new loan program (e.g., risk-based

lending);
e The amount unsecured and secured;
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Qualitative
Data Analysis

e The types of security and the amount secured by each type (e.g.,
co-makers, automobiles, real estate, etc.); and

e The appraised or market value of the security compared with the
unpaid balances of the secured loans.

Ascertaining any one of the above remaining items may provide a
basic understanding. Obtaining additional items may allow the
examiner to perform a more meaningful analysis. Rather than
categorizing each loan, examiners can determine the appraised or
market value of the security using a sampling process.

Likewise, examiners can break down other examination areas (e.g.,
investments, shares, etc.) to facilitate the analysis. The total analysis
process enables examiners to look beyond the "static" balance sheet
figures to more accurately assess the financial condition, quality of
service, and risk potential.

Qualitative data includes information and conditions that are not
measurable in dollars and cents, percentages, numbers, etc.
Nevertheless, they have an important bearing on the credit union’s
current condition, and will undoubtedly affect its future. Examples of
qualitative data include lending policies and practices, internal
controls, attitude and ability of the officials, risk measurement tools,
risk management, economic conditions within the general economy
and of the sponsoring organization, and attitude of the sponsoring
organization.

In an effective examination, qualitative analysis requires the examiner
to go beyond merely identifying trends and to look for causes behind
the quantitative performance. When events beyond management’s
control adversely affect the credit union (e.g., loss of the sponsor,
strike at the sponsor, natural disaster, etc.), the examiner should work
with the officials to develop policies or procedures that will counteract
or lessen unfavorable influences, both internal and external.

The main purposes for reviewing qualitative data are to (1) help
project the credit union's future, and (2) determine the control
environment surrounding various operations. The credit union’s future
heavily depends on management’s ability to identify, monitor,
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Interpreting
Data

Reaching
Conclusions

measure, and manage risks. The total analysis process requires the
examiner to perform varying levels of analysis (structural, trend,
reasonableness, variable data, and qualitative) before interpreting the
results of the review.

Interpreting the data involves the most complex phase of the total
analysis process. The examiner's ability, judgment, experience and
skill all come into play in this process of questioning the data. If
examiners place too much emphasis on inconsequential facts or
underplay or ignore significant facts, they may arrive at erroneous
conclusions that could harm the credit union. For example, individuals
often charter a credit union primarily to provide loans to members.
Lending programs require that the credit union take a reasonable
business risk, which results in earnings sufficient to maintain or build
net worth. However, by emphasizing zero delinquency and loan losses,
the examiner could diminish a primary reason for the credit union’s
existence and unnecessarily decrease its income. Performing the
following will increase understanding and possibly change the
examiner’s preliminary assessment of risk:

e Inquire about the sponsor's support and viability, local economic
conditions, and other relevant information not directly available
within the confines of the credit union’s office;

e Differentiate between important and unimportant data; and

e Place all data in its proper perspective.

After collecting, reviewing, and properly interpreting all appropriate
data, the examiner arrives at conclusions. In this part of the total
analysis process, the examiner identifies concerns, explains the causes,
and assesses risk to arrive at a CAMEL rating. The examiner will
determine the level (high, moderate, or low) of the overall strategic,
interest rate, credit, liquidity, transaction, compliance, and reputation
risks. The examiner will also evaluate the direction of these risks
(increasing, unchanged, or declining). For example, the examiner may
determine that the member business loan portfolio has high credit risk.
However, member business loans may only make up a small percent of
total assets. As a result, the examiner may conclude that the credit
union has low or moderate credit risk depending on the remainder of
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Making
Recommend-
ations

Developing
Plans for
Action

the balance sheet and management’s future plans for their member
business loan program.

Depending on a credit union's circumstances and the degree of
examiner judgment required for each case, examiners may find some
conclusions relatively simple to reach, while they find others difficult.
Examiners can make sound recommendations only by reaching
informed and logical conclusions.

After analyzing the operation, the examiner makes recommendations
for action based on the conclusions reached and final risk assessments.
The recommendations usually consist of general statements addressing
what the credit union should do to correct its problems and reduce
unacceptable risk. Examiners should assist the officials in developing a
specific plan for carrying out the recommendation.

Well-designed, achievable, and measurable action plans should reduce
unacceptable risks and prevent problems from recurring. Since
management’s responsibility includes implementing the action plans,
the examiner and management should jointly develop the plans. While
examiners usually have an approach for the plan in mind, they should
be tactful, flexible, and receptive to alternatives suggested by
management, who will more likely implement the plan if they
participate in developing it.

Management often corrects less serious weaknesses during the
examination, thus eliminating the need for a formal written plan.
Examiners should document the significant agreed upon action plans,
describing the reasons and causes in the written examination report.

An action plan should specify the following:

e Who will take the action;

e Description of the action;

e Completion dates; and

e Responsible oversight by the supervisory committee or officials, if
necessary.
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Testing the
Results

Workpapers
and
References

The action plan should remain in effect until the examiner and board
agree the improved financial condition and level of risk reduction
warrants discontinuance or relaxation of the plan. If the credit union
has not made sufficient improvement, the examiner and the board
should strengthen or revise the plan.

Valid results of the total analysis process depend on the examiner
considering and accurately interpreting all pertinent data. The
examiner then has the tools to make meaningful recommendations and
design action plans that will reduce unacceptable risks and prevent
future problems. If examiners have not properly applied the total
analysis process, inappropriate recommendations and action plans may
result. To reduce this possibility, the examiner should:

e Make a final review of all data;

e Discuss analysis, risk assessments, and conclusions with
management;

e Determine that recommendations and action plans are practical,
specific, and understandable; and

e Determine that the plans will achieve an appropriate level of risk
reduction.

[ 4

Work papers

- Financial History

- Key Ratios

- Scope Workbook

- Examination Overview

- Confidential Section

- Supplementary Facts

- Examiner’s Findings

- Financial Triggers Questionnaire
- Document of Resolution

Page 3-11




Chapter 4

INTERNAL CONTROLS

TABLE OF CONTENTS
INTERNAL CONTROLS ...ttt et sbe st sae s saee e snnesnasas s sae s 4-1
EXamination OBJECHIVES ......cccevverierierirenereeee sttt ereenees 4-1
ASSOCIAtEd RISKS ..c.viviiieieeiiceeceeccce ettt s 4-1
OVEIVIEW ..o ierieeieieeeeiteeeeeeeeeaeesesitesseabaeessssasraeeeeseeesasanesanteessssasesaneeeasassssssansees 4-1
Safety and SOUNANESS........c.coereiriinieriieieereee et 4-2
Accurate Financial Statements..........ccoecveeriereerieenieeeree e esinesaressnneene 4-3
Other Laws and Regulations ..........cccoeverriieerncenniciniiiirriicsie e 4-4
Internal Control COMPONENLS.......ceevverieereerniirairiiiteneetitec ettt eaes 4-4
Control EnvIronment .........occcveeveeeeieereeneenicenieeneenieeiitesiessne s esaneenns 4-5
RiSK ASSESSIMENL ....ccveieieeteeieeteeteneeserecrreeeneeseteeeeenesnesnesenensesaasassnnssns 4-5
Control ACHVILIES....cvverieerieieieerierrenee sttt s 4-5
CONLIOl SYSLEIMIS ...eeuveeieeieeieeteniierteecreeete e esites et snesane e e saesaesaneaeens 4-7
Self-Assessment or MONItOTING ......eeveveerereierrerrneeereeiieeieniresnrc e 4-7
Internal Control Evaluation..........cocoeeeeiiieeiiiiieiiniiciciiien e e 4-8
Strate@ic RiSK ... coooiiiiieeiieeiecrrniticitr e 4-8
Transaction RiSK .......cccuiieieiiiieiiiieteee ettt s 4-9
Compliance RISK.....c.evueirieriiniicrieieieceeeireni ettt 4-10
Reputation RiSK........ccooeeerieneeriniiiiniiiictttcc s 4-10
Workpapers and References..........ooecviiviviiiiniinininiieeceicees 4-12
APPENDIX 4A - Conflicting Management Positions..........ccccceviveeviiniciiennennns 4A-1

APPENDIX 4B - Information System (IS) Reports........ccccccevvivverviennviinniinnnnnn 4B-1




Chapter 4

INTERNAL CONTROLS

Examination
Objectives

Associated
Risks

Overview

¢ Determine whether the credit union has implemented efficient and
effective operations and risk management systems

e Determine whether the credit union accurately records transactions

e Determine timeliness and reliability of financial reporting

e Determine whether the credit union complies with regulations,
internal policies, and internal procedures

e Assess whether the credit union has implemented adequate internal
controls to safeguard assets

Strategic risk occurs when management fails to (1) perform

necessary due diligence as it applies to internal controls

surrounding existing and proposed products and services, (2) act on

recommendations included in examinations and internal/external

audit reports, and (3) allocate the necessary resources to implement

proper internal controls;

e Transaction risk occurs when internal controls do not sufficiently
deter or detect errors, omissions, or material misstatements;

e Compliance risk occurs when the credit union fails to adhere to
applicable laws and regulations; and

e Reputation risk occurs when management fails to meet its fiduciary

duties, resulting in poor publicity or administrative action.

Internal control is defined as a process, developed by a credit union's
board of directors, management, and other personnel, designed to
provide reasonable assurance regarding the achievement of objectives
in the following categories:

¢ Effectiveness and efficiency of operations;
e Reliability of financial reporting; and
e Compliance with applicable laws and regulations.

Internal control does not guarantee that the entity will achieve its
objectives or even remain in business. Rather, internal control provides
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Safety and
Soundness

management with reasonable assurance regarding the achievement of
objectives. Inherent limitations to internal control exist and
cost/benefit considerations will prevent implementation of all possible
controls. Inherent limitations may also limit the effectiveness of
internal controls.

§113 of the FCU Act states that the board of directors shall have the
general direction and control of the affairs of the credit union,
including the proper and profitable conduct of credit union operations,
the safety of credit union assets, and the accuracy and adequacy of
financial statements. The board retains overall responsibility for the
affairs of the credit union. As part of that responsibility, the board
establishes internal controls, which include organizational plans,
policies, and operating procedures to maintain control over the duties
delegated to paid employees.

Internal control systems assist management with the following:

e Measuring performance, making decisions, evaluating processes,
and managing risks;

e Achieving its objectives and avoiding surprises; and

e Detecting mistakes caused by personal distraction, carelessness,
fatigue, errors in judgment, or unclear instructions in addition to
fraud or deliberate noncompliance with policies.

Effective and well-designed control systems are still subject to
execution error. In other words, human beings still must execute most
control systems and even well trained personnel with the best of
intentions can become distracted, careless, tired or confused.

Consistent application and thorough understanding of internal control
by credit union personnel can determine the effectiveness of board and
management policies. Controls typically (1) limit authorities, (2)
safeguard access to and use of records and credit union assets, (3)
separate and rotate duties, and (4) ensure both regular and unscheduled
reviews, including testing.

The FCU Act and the bylaws establish the basic organizational pattern
for credit unions. A credit union’s growth necessitates further divisions
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Financial
Statements

of duties and responsibilities. The following organizational procedures
enhance the attainment of internal control:

e Approval of loan applications by a separate credit committee
elected by the members or appointed by the board, or by a loan
officer appointed by the credit committee or the board;

e The signing and countersigning of checks and notes by a person
other than a disbursing officer;

e Approval of membership applications by the board, executive
committee, or membership officer, rather than by the paid board
officer, the financial officer, any assistant to the paid board officer
or financial officer, or a loan officer;

e Internal audits by the supervisory committee or internal auditor
conducted independently of any official or employee; and

e Maintenance of separate lists of accounts opened and closed for the
information of the directors and supervisory committee by persons
other than those handling the accounting records.

The bylaws and Supervisory Committee Guide for Federal Credit
Unions contain other examples and information for achieving control
through organization. (Appendix 4A, Conflicting Management
Positions, addresses prohibited positions within the credit union and
the officers or employees.)

Essentially, the accounting system provides a credit union’s
management with the complete and accurate financial information
needed to conduct sound and effective operations. Management uses
financial statements produced by the system to report to the members,
creditors, insurers, and NCUA. Adherence to generally accepted
accounting principles and standards will assure compliance with the
full and fair disclosure provisions of §702.402 of NCUA Rules and
Regulations.
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Internal controls are checks and balances built into policies and
procedures. The FCU Act requires several internal controls, while
others develop out of daily experience.

Internal controls for credit unions prescribed by law, regulation, or
sound business practices include providing a statement of account to
each member, which shows the record of the member’s transactions,
and obtaining evidence from each borrower regarding receipt of loan
funds.

The credit union’s operating procedures should contain internal
controls such as the following:

e Dividing duties so that no one person has sole control over any
transaction and its recording;

e [Establishing the flow of work so that one employee, acting
independently, automatically verifies the work of another without
necessarily duplicating any work already performed; and

e Providing physical and mechanical facilities that support the
maximum level of accuracy and work output.

The formality of any control system will depend largely on a credit
union’s size, the sophistication of its operations, the number of
employees, and its risk profile. Small credit unions can design less
formal and less structured control systems that can achieve similar
effectiveness as more formal and structured control systems at larger or
more sophisticated credit unions. Effective control systems should
have:

e A control environment;

e Risk assessment;

e Control activities;

e Accounting, information, and communication systems; and
o Self-assessment or monitoring.

Page 4-4




INTERNAL CONTROLS

Control
Environment

Risk Assessment

Control Activities

The control environment reflects the commitment of the board and
management to internal control. It provides discipline and structure to
the control system. Elements of the control environment include:

e The organizational structure of the credit union. (Is the credit
union’s organization centralized or decentralized? Are authorities
and responsibilities clear? Are reporting relationships well
designed?);

e Management’s philosophy and operating style. (Are the credit
union’s business strategies formal or informal? Is its philosophy
and operating style conservative or aggressive? Have its risk
strategies been successful?);

e Personnel’s integrity, ethics, and competence;

e The external influences affecting the credit union’s operations and
risk management practices (e.g., independent audits);

e The attention and direction provided by the board of directors and
its committees, especially the audit or risk management
committees; and

e The effectiveness of human resources’ policies and procedures.

Risk assessment is the identification, measurement, and analysis of
risks - internal and external, controllable and uncontrollable, at
individual business levels and for the credit union as a whole.
Management must assess all risks in the credit union. Uncontrolled
risk-taking can prevent the credit union from reaching its objectives
and can jeopardize its operations. Effective risk assessment helps
determine the risks, needed controls, and management of those
controls.

Control activities are the policies, procedures, and practices
established to help ensure that credit union personnel carry out board
and management directives at every business level throughout the
credit union. These activities help ensure that the board and
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management act to control risks that could prevent a credit union from
attaining its objectives. They should include:

e Reviews of operating performance and exception reports. For
example, senior management should regularly review reports
showing financial results to date versus budget amounts, and the
loan department manager should review weekly reports on
delinquencies or documentation exceptions;

e Approvals and authorization for accessing and performing
transactions and activities, including wire transfers. For example,
an appropriate level of management should approve and authorize
all transactions over a specified limit, and authorization should
require dual signatures;

e Segregation of duties to reduce a person’s opportunity to commit
and conceal fraud or errors. For example, custody of assets should
not rest with the person who authorizes or records transactions;

e Dual control or joint custody over access to assets (e.g., cash,
negotiable collateral, official checks, etc.);

e The requirement that officers and employees in sensitive positions
take two consecutive weeks of out-of-office vacation each year, if
practical;

¢ Design and use of documents and records to help ensure recording
of transactions and events. For example, using pre-numbered
documents facilitates monitoring;

e Safeguards for access to and use of assets and records. For
example, to safeguard data processing areas, a credit union should
secure facilities and control access to computer programs and data
files; and

¢ Independent checks on completion of jobs and accuracy of
recorded amounts. Examples of independent checks include
account reconciliation, computer-programmed controls,
management review of reports that summarize account balances,
and user review of computer-generated reports.
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Credit union directors must hold management and staff responsible for
their actions. Credit unions must maintain written procedures or
controls for certain areas, including, but not limited to, lending,
investments, fraud prevention, the Bank Secrecy Act, privacy, and
Truth in Savings. Although credit unions should have written internal
control procedures in all areas, the mere existence of the procedures
will not suffice. Personnel must understand control procedures and
follow them conscientiously.

Accounting, information, and communication systems capture and
distribute pertinent and timely information in a form that enables the
board, management, and employees to carry out their responsibilities.

Accounting systems contain the methods and records that identify,
assemble, classify, record, and report a credit union’s transactions.

Information and communication systems assist staff in understanding
(1) how they fit into the credit union’s control system, (2) how their
roles relate to those of others, and (3) how they must maintain their
accountability. Information systems produce reports on operations,
finance, and compliance that enable management and the board to run
the credit union. Management must understand the information
system’s full capabilities (e.g., availability and content of reports.).
Communication systems disburse information throughout the credit
union as well as to members and regulators. (Appendix 4B contains a
list of Information Systems Reports that examiners may find useful
during an examination and when evaluating a credit union’s internal
controls.)

Self-assessment or monitoring is the credit union’s own oversight of
the control system’s performance; employees within the area evaluate
departmental or operational controls. Part of the normal course of daily
operations and activities should involve ongoing monitoring. Internal
and external audit functions, as part of the monitoring system, may
provide independent assessments of the quality and effectiveness of a
control system’s design and performance.
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Control
Evaluation

Strategic
Risk

All credit union personnel should share responsibility for self-
assessment or monitoring. All employees should understand their
responsibility to report breaches of the control system.

Evaluating internal control involves:

o Identifying the internal control objectives relevant to the credit
union;

e Reviewing pertinent policies, procedures, and documentation;

¢ Discussing controls with appropriate levels of personnel;

e Observing the control environment;

o Testing transactions as indicated by the level of risk;

¢ Sharing findings, concerns, and recommendations with the board
of directors and senior management; and

e Determining that the credit union has promptly corrected noted
deficiencies.

Examiners should base the scope, type, and depth of an internal control
review on the credit union’s size, complexity, scope of activities, and
risk profile. Assessment of the credit union’s audit function plays an
important part in this determination. When management or examiners
note internal control weaknesses, the credit union should take
immediate action to correct the deficiencies.

The strategies developed by management often determine effectiveness
and efficiency of operations. Factors impacting the control
environment include the integrity and ethical values of management,
the competence of personnel, management philosophy and operating
style, assignment of authority and responsibilities, and the guidance
provided by the board. Examiners should also consider the following
when assessing strategic risk:

e Involvement of board and management in the risk evaluation
process. The board should perform due diligence on proposed, new
and existing products and services and should evaluate internal or
external resources used by management to ensure identification
and monitoring of risk areas;
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The competency, knowledge level, and adequacy of resources of
personnel involved in the risk assessment and evaluation
processes;

Whether the board and management discuss and appropriately
evaluate risks and consider control issues during the planning
stages for new products and activities;

Whether audit personnel or other internal control experts
participate when the credit union develops new products and
activities;

Whether the board and management consider and appropriately
address technology issues; and

The adequacy of the fidelity bond or other risk insurance coverage
in relation to the requirements in NCUA Rules and Regulations.

Policies and procedures set by the board and implemented by
management should ensure the accuracy and integrity of data and
information. Examiners should consider the following items when
evaluating this type of risk:

Whether current policies and procedures exist to ensure decisions
made by officials, management and staff have appropriate
approvals and authorizations for transactions and activities;

Whether accounting controls exist to provide reasonable assurance
that staff carries out transactions according to management’s
authorization, and records transactions to permit accurate and
timely preparation of financial statements;

Whether processes exist to ensure that:
- Staff independently verifies the performance and integrity of

each function (e.g., lending, wire transfers, etc.) using an
appropriate sample of transactions;
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Risk

Reputation
Risk

- Staff reconciles accounts continually, independently, and in a
timely manner and resolves and clears outstanding items, both
on and off balance sheet;

- Staff keeps policy overrides to a minimum and reports
exceptions to management;

- Management has limited the control for employees in sensitive
positions or risk-taking activities (see the Control Activities
section of this chapter.)

Credit unions must comply with applicable laws and regulations.
Examiners should assess the adequacy of information systems by
determining:

e The type, number, and depth of reports generated for operational,
financial, managerial, and compliance-related activities;

e  Whether the credit union reviews the reports;

e  Whether the credit union runs sufficient reports to properly run,
monitor, and control the institution;

e Whether the credit union properly restricts access to information
systems;

e Whether management performs the appropriate depth of due
diligence and compliance review; and

e Whether management addresses compliance issues when
considering new products and services.

Reputation risk revolves around adequacy of information as it applies
to credit union staff and management, members, and third parties (e.g.,
vendors, external auditors, etc.) To assess the adequacy of
communication systems, examiners should consider the following:
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Reviewing procedures for imparting significant information
throughout the credit union (from the top down and from the
bottom up in the organizational chain), ensuring that personnel
understand the following:

- Their roles in the control system;
- Their activities in relation to others; and
- Their accountability for the activities they perform;

Reviewing information disbursed to external parties for
compliance with fair credit and privacy regulations prior to its
release;

Assessing the frequency and thoroughness of verification of
accounting, information, and communication systems by
considering the following:

- Frequency of testing given the level of risk and sophistication
of the systems;

- Sufficiency of ongoing reviews of the systems’ accuracy;

- Competency, knowledge, and independence of the personnel
doing the testing;

Determining oversight by senior management and the board over
internal controls, control reviews, and audit findings. The board or
a designated board committee should review management’s actions
to address material control weaknesses and verify the objectivity
and adequacy of corrective actions. Examiner’s should review the
following:

- Minutes of appropriate board and committee meetings, and
- Audits or other control review reports and follow-up reports;

Reviewing the frequency and comprehensiveness of reports to the
board or board committee and senior management. Sufficient detail
and timely presentation will allow for resolution and appropriate
action;

Assessing the oversight by the board or supervisory committee of
audit and other control functions. The board or supervisory
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committee should review the qualifications and independence of
personnel evaluating controls (e.g., external auditors, internal
auditors, or line managers);

Evaluating the adequacy and independence of the audit or other
control review function by considering the following:

Organizational structure and reporting lines;

Scope and frequency of audits or reviews;

Results of audit or other control review evaluations and
supporting work papers;

Audit or control review reports, management responses, and
follow-up reports; and

Appropriate and prompt attention directed in areas with
identified control weaknesses; and

Reviewing management’s responses, documentation, and tracking
of findings to enact adequate follow-up. Credit unions should
establish a system of accountability to ensure satisfactory and
effective follow up on control weaknesses.

Workpapers
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